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Increased Output Corruption and Structural Attack
Resilience for SAT Attack Secure Logic Locking

Kyle Juretus

Abstract—Current out-of-cone logic locking methodologies
provide resilience against the satisfiability (SAT) attack with min-
imal corruption of the outputs when comparing an activated and
locked integrated circuit (IC). In addition, the structure of the
modifications to the original logic leaks functional information of
the circuit, which allows an adversary to determine the correct
key. A novel logic locking methodology, CORruption adaptable
logic locking (CORALL), is introduced in this article that pro-
vides increased security against the SAT attack for modified logic
cones that require a large corruption of the primary outputs
of the circuit, where the corruption is quantified by comparing
between an activated and locked state of the IC. In addition,
the modifications to the logic cone utilized by CORALL pro-
vide increased resilience against structural attacks. The CORALL
architecture increases the number of iterations required to suc-
cessfully execute a SAT attack for a flip function with 20 inputs
by 34.41x over SFLL-HD n/4 and 82.36x over SFLL-Flex. In
addition, a protected-cube selection process based on iterative
cofactors is introduced, which provides varying logical functions
of the perturb unit and maps portions of the logic of the perturb
unit into the look-up tables (LUTs) of the CORALL architec-
ture. The variation in the logical functions implemented by the
perturb unit and the mapped functionality of the perturb unit
into a LUT provide resistance to all current structural attacks
on out-of-cone logic locking techniques.

Index Terms—Hardware security, logic locking, SAT attack,
stripped functionality logic locking.

I. INTRODUCTION

ITH a majority of the focus of integrated circuit (IC)

design driven by optimizations in power, performance,
and area (PPA), the security of the IC has been largely
overlooked. Attacks, such as Spectre [1] and Meltdown [2],
which resulted from vulnerabilities to the architecture of
the IC, demonstrate that IC security must be considered
as an optimization criteria along with PPA when designing
next-generation circuits.

Without proper IC security, threats including denial of
service, theft of information, and/or corruption of circuit func-
tionality are all possible [3]. In addition, threats to the security
of an IC are compounded by the increasing reliance on
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third-party intellectual property (IP), which has expanded in
use to satisfy time-to-market constraints and to reduce mon-
etary cost [4]. Furthermore, third-parties have become more
prevalent in IC manufacturing due to the multibillion-dollar
investment required to implement an advanced fabrication
process [5]. The threat landscape of untrusted third parties,
therefore, includes third-party IP vendors, fabrication facilities,
test facilities, and end-users.

One area of research that explores methods to mitigate
the security threats to an IC posed by untrusted third-parties
is logic locking/obfuscation. Logic locking introduces a key
dependency that is used to logically configure an IC, which
prevents unauthorized third-parties from having access to the
complete netlist of the circuit.

A variety of logic locking techniques exist. Early techniques
implemented in-cone logic locking, which insert additional
gates within the logic cone of the circuit to generate a func-
tional dependency based on an applied key [6]—[9]. In addition,
a variety of techniques exist that alter the functionality of a
finite state machine (FSM) within an IC [10]-[16], which are
termed sequential logic locking methods.

One of the major threat vectors to in-cone logic locking
techniques is oracle guided attacks, where an adversary uses
responses from an activated IC to iteratively determine the
key. The most prominent logic locking oracle guided attack
introduced in [17], is based on a satisfiability (SAT) solver.
The SAT attack utilizes a miter circuit with two copies of the
locked circuit each supplied with a different key to generate
a distinguishing input pattern (DIP) that is then applied to
an active oracle IC. The process iteratively continues until no
additional DIPs are generated.

Part of the reason SAT-based attacks execute efficiently
on in-cone logic locking methodologies is due to the mask-
ing of certain key gates when applying generated DIPs [18].
In order to increase the resilience of logic locked circuits
to the SAT attack, out-of-cone logic locking techniques
strategically corrupt the outputs of an IC when an incor-
rect key is applied [19]-[22]. However, additional attacks
have been introduced that reduce the security of out-of-cone
techniques [23]-[26].

A majority of the vulnerabilities of out-of-cone techniques
do not apply to out-of-cone architectures that modify the orig-
inal logic cone, such as stripped-functionality logic locking
(SFLL) [21]. However, the structure of the circuit that modifies
the function of the logic cone is vulnerable to identification,
which allows an adversary to determine the original logic
cone [26]-[28]. In addition, to provide resilience to the SAT
attack, SFLL requires that the corruption of the outputs of the
circuit is limited when comparing the modified logic cone to
the original cone.
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Algorithm 1: SAT Attack Algorithm [17]

Input: C and eval
Output: X c
i=1;

3. K. AR K, V)
whlle sat[Fl A (Y] * Yz)] do
Xd = sat asszgnment—> [Fi A (? #* 7)]

Yd = eval(Xd )

_)
Fip1 = F; ACXY, Kl,Yd)/\C(Xd Kz,Yd)
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end
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Kc = sat_asstgnmentl? (F;)
1

A novel logic locking methodology, CORuption adaptable
logic locking (CORALL), is introduced in this article that
results in increased resilience against the SAT attack when sig-
nificant output corruption is needed between the modified and
original logic cones. In addition, a protected cube selection
algorithm based on iterative cofactors is proposed to gener-
ate varying topologies of the logical circuit that modifies the
functional behavior of the original logic cone. The developed
protected cube selection algorithm also allows for the storage
of a portion of the functionality of the perturb unit, which
implements the modifications to the logic cone, in the look-up
tables (LUTs) of the CORALL flip function circuitry. Storing
a portion of the perturb unit in the LUTs prevents an adver-
sary from extracting the entire logic of the perturb unit, even
in the worst case when the logic of the perturb unit is struc-
turally separate from the original logic cone. With the addition
of 1) varying flip-function topologies, 2) better logical mixing
of the perturb unit with the original cone, and 3) the ability
to store a portion of the flip-function in LUTs, the CORALL
architecture is secure against all currently developed structural
attacks.

This article is organized as follows. Oracle guided attacks
are discussed in Section II. An overview of SAT resis-
tant out-of-cone logic locking methodologies is provided in
Section III. A description and a comparison of SFLL-HD,
SFLL-Flex, and CORALL is provided in Section IV. An
overview of structural-based attacks is provided in Section V.
The CORALL protected cube selection algorithm based on
iterative cofactors is described in Section V-A. An analysis of
the SAT attack resilience, structural attack resilience, corrup-
tion of the modified logic cone, and overhead in PPA is also
provided in Section V. Concluding remarks are provided in
Section VI.

II. SAT ATTACK OVERVIEW

The most prominent and efficient oracle guided attack
against a logic obfuscated IC makes use of a SAT solver to
unlock the circuit [17]. The pseudocode of the SAT attack
is provided as Algorithm 1. The notatlon utlhzed to describe
the combinational logic space is C(X, K, ¥) C BMHLAN,
where B is the binary d({)nam of {0, 1}, X € BM represents
the M primar_y) inputs, ¥ € B" represents the N primary
outputs, and K € B’ represents the L key inputs.
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Fig. 1. Miter circuit with replicated A and B versions of the reverse engi-
neered netlist that includes obfuscated gates. Corresponding outputs between
the A and B versions of the circuit are XORed. Each XORed signal is then
passed to an OR gate to check for any differentiating output.

The primary steps of the algorithm include 1) generation of
a DIP, 2) evaluation of the DIP on an oracle IC, and 3) adding
the constraints generated from the oracle response to the SAT
model of the circuit. The first step, the generation of a DIP,
is completed through the use of a miter circuit of the locked
netlist obtained by reverse engineering the IC. A miter circuit
logically represents two copies of a locked reverse engineered
circuit, with each copy supplied a distinct key. The outputs of
the two copies of the circuit are XORed to check for equiva-
lence, and the outputs of the XOR gates are connected to an
OR gate, as shown in Fig. 1. The miter circuit is efficiently
converted into conjunctive normal form (CNF) by applying
the Tseytin transformation [29]. As an example, the Tseytin
transformation of an AND gate with inputs A and B and output
C is provided as (1). The CNF representation of the circuit is
provided to a SAT solver to generate the DIPs

(AVBVC)A(AVC)A(BVC). (1)

The generated DIPs are then provided to an activated IC
as inputs, which yields the correct outputs of the circuit for
the given input pattern. The input and output pairs that are
generated are applied to the CNF equivalent representation
of the locked circuit netlist, leaving a set of logical con-
straints that are appended to the original SAT formulation. The
process of DIP generation, oracle IC evaluation, and adding
input/output constraints to the SAT model of the circuit is
repeated until no further generation of DIPs is possible. The
SAT attack model is extremely efficient when applied to in-
cone logic locked ISCAS’85 [30] and MCNC [31] benchmark
circuits, decrypting a majority of the evaluated circuits within
10 hours [17].

III. SAT ATTACK RESISTANT ARCHITECTURES

Reducing the efficiency of SAT-based attacks requires lim-
iting the amount of information leaked on the correct key for
each generated DIP. From the perspective of an adversary, the
worst-case scenario occurs when only a single key is elimi-
nated for each DIP, which results in a SAT attack efficiency
equivalent to that of a brute force attack. In order to con-
trol both the output corruption and the elimination of keys for
each DIP, the techniques described in [19], [20], [21], and [22]
add additional circuitry that produces output corruption that is
independent of the original structure of the logic cone.

The typical circuit resembles a structure similar to that
shown in Fig. 2, where the flip function ensures that corrup-
tion at the OUT net is strategically generated to prevent a
single DIP from significantly pruning the key space. The flip
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Fig. 2. Generalized circuit topology to defend against the SAT attack utilized
in [19], [20], [21], and [22]. Signals represented by X, which are extracted
from the inputs to the logical cone or the internal signals of the logical cone,
are combined with key signals K to generate a function that controls the
assertion of the flip function.

functions utilized across the developed SAT resistant method-
ologies include 1) generating complementary logic blocks that
produce a logic 1 when an incorrect key is applied to the cir-
cuit for a subset of the inputs and keys [19], 2) utilizing a
mask function that corrupts circuit outputs when an incorrect
key and input pattern is applied [20], and 3) Hamming distance
and LUT-based circuitry that corrects the corrupted functional
output of a logic cone based on the applied input [21]. A ben-
efit of implementing out-of-cone techniques that control the
corruption of the outputs of a circuit [19]-[22] is a more reli-
able prediction of the resilience of the circuit to the SAT attack
as the original logic structure does not impact the resilience,
unlike for in-cone logic locking methodologies.

However, attacks to out-of-cone logic locking methodolo-
gies have been developed that do not rely on the execution of
the SAT attack to ascertain the original functionality of the cir-
cuit. The threats include removal attacks [25], approximation
attacks [23], [24], and structural attacks [26]-[28]. Removal
attacks [25] are applicable when the added flip function is
easily determined within the IC and is removed. As the out-
put corruption of the techniques described in [19] and [20] is
only dependent on the flip function, once removed, the original
functionality of the circuit is exposed.

In order to modify the functionality of the original cone, in-
cone logic locking techniques are implemented as a means to
increase the resilience of the out-of-cone techniques to removal
attacks [20]. However, the added in-cone logic locking tech-
niques are also vulnerable to attack due to the disparity in
the corruption of the outputs produced by the in-cone tech-
niques and the SAT resistant flip function. The SAT resistant
flip function corrupts a very small number of the circuit out-
puts, whereas in-cone logic locking achieves close to a 50%
Hamming distance when comparing the difference in the val-
ues of the outputs of the locked circuit to the outputs of the
original unlocked circuit [32]. The disparity in output corrup-
tion allows for attacks such as described in [23] and [24] that
ignore the limited number of corrupted outputs produced by
the flip function while determining the in-cone logic locking
key, which results in a minimal degradation in the efficiency
of the SAT attack due to the implemented flip function. The
algorithm described in [23] applies random 1/O patterns after
a set number of iterations of the SAT solver and provides an
estimate of the error when returning an approximate functional
netlist of the IC. The method developed in [24] forces DIPs to
eliminate at least two keys, which bypasses the artificial cor-
ruption of the outputs induced by the flip function and targets
the key of the in-cone logic locking elements.

In order to prevent the removal of the flip function by the
attacks described in [23] and [24], the SFLL method proposed
in [21] applies modifications to the original logic cone of the
circuit. The modified logic cubes (minterms) then serve as
the protected input cubes, which are corrected by a flip func-
tion. The modification of the logic cone prevents removal,
bypass, and sensitization attacks as the adversary is left with
the modified logic cone if the circuit implementing the flip
function is removed [21]. The technique in [33] generates a
modified logic cone with a flip function implemented as a
diversified logic tree, which produces a varying level of out-
put corruption by replacing AND gates within the flip function
AND-tree with gates of other logical functions. The resulting
key space of the diversified logic tree is similar to SFLL-HD
as the number of key inputs is limited to the number of cir-
cuit inputs. Additional details regarding the architectures of
the SFLL-HD and SFLL-Flex flip functions are provided in
Section IV. However, two concerns regarding the security of
modified logic cone-based techniques remain: 1) the resilience
to SAT attack is dependent on low levels of corrupted outputs
when comparing an activated IC and a locked IC that is pro-
vided an incorrect key and 2) the techniques are vulnerable
to structural attacks that target the architecture of the perturb
unit within the modified logic cone [26]-[28].

IV. SAT ATTACK RESISTANT ARCHITECTURES
WITH INCREASED CORRUPTION

Limitations in the maximum achievable output corruption of
current techniques that modify the logic cone [21], [33], [34]
are described in this section. An analysis of SFLL-HD and
SFLL-Flex [21] is performed as SFLL-HD shares a simi-
lar key space to [33] and an SFLL-Flex-based flip function
is utilized in [34]. The proposed CORALL architecture is
then introduced, which provides resilience against the SAT
attack while generating a significant error rate (ER), as defined
in Section V-A, in the primary outputs when comparing the
modified and original logic cone of the circuit.

A. SFLL-HD

The resilience of SFLL-HD is dependent on the number of
protected cubes ¢, the number of key bits k, and the number
of queries g the adversary performs on the oracle IC. The pro-
vided security of SFLL-HD is estimated through calculation
of (2) [21]. As c increases, the probability an adversary finds
a protected input improves, which results in a decrease in the
average number of queries needed to determine the key bits.
When the Hamming distance parameter is small, which results
in a small ¢, the number of iterations required for an adver-
sary to successfully execute a SAT attack, for a sufficient key
size k, becomes large on average.

c n c n c __cxq
2k 2k —1 2k —¢q 2k
The strongest resilience against the SAT attack occurs when
the Hamming distance parameter is set to 0, as the number
of protected cubes is 1. Therefore, the number of itera-
tions to determine the protected input cube is estimated as
approximately uniform from calculation of (2). In addition,
nonprotected input cubes only eliminate a single key for each
DIP, which results in SFLL-HD providing a high resilience

2)
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to the average SAT attack case. However, the error rate of the
SFLL-HD modified logic cone as compared to the original
circuit is only 1/2", where n is the total number of inputs to
the logic cone. The very low level of output corruption raises
concern that an adversary essentially has access to a working
IC, especially if the circuit is tolerant to rare errors.
Increasing the value of the Hamming distance parameter of
SFLL-HD results in an increase in the output corruption of
the circuit as the number of protected cubes is expanded to k
choose h combinations (ﬁ), where & is the chosen Hamming
distance and k is the number of key bits. Instead of producing
a single incorrect output, each nonprotected cube now gen-
erates an incorrect output for any key that is a Hamming
distance h away from the applied input vector. However, the
protected cubes now produce correct responses for (Z) combi-
nations of keys, instead of the single correct key present with
SFLL-HD®. The total error rate of the circuit is now given
by (3), where (lh‘) /2% defines the corruption probability of a

nonprotected cube and (2% — (ﬁ)) /2% denotes the corruption
probability of a protected cube.
(e N
2k 2k

While the corruption increases for larger HD values, DIPs
generated by the SAT attack for nonprotected cubes now
eliminate a greater number of keys, which results in greater
efficiency when executing a SAT attack. The primary cause of
the degradation in the resilience against the SAT attack is that
the key space is limited to 2" combinations, where n is the
number of inputs to the circuit. Increasing the error rate for a
key space of the same size, therefore, results in the elimination
of more keys per DIP.

ERtota] =

B. SFLL-Flex

The SFLL-Flex [21] flip circuit differs from SFLL-HD as
the flip function of SFLL-Flex is implemented as a LUT that
inverts the logical value of protected input cubes as opposed to
the Hamming distance comparator utilized in SFLL-HD. The
estimated security (ES) of SFLL-Flex is given by (4) [35].
Similar to SFLL-HD, a large k provides the greatest resilience
against the SAT attack on average.

c
c+1 @

To increase the output corruption provided by the SFLL-
Flex technique, the number of protected cubes c is increased
or the number of key inputs k protecting each cube is reduced.
While increasing the value of ¢ does not negatively effect the
average SAT resilience, the number of cubes added to pro-
duce a significant error rate in the outputs of the modified
logic cone as compared to the original cone results in a sig-
nificant increase in area and power. Reducing the number of
key bits increases the output corruption of the circuit without
resulting in a large cost in area and power. However, as the
length of the key is reduced, the number of possible key com-
binations and, therefore, ES,y, also significantly decrease. For
example, if 50% of the outputs of a cone are to be corrupted,
then a single input serves as a dependency for the protected
cube. An adversary is, therefore, able to easily brute force the
value of the protected cube as the cube only has a single input
dependency of two possible values.

ESuye = 28 x

[ 4[5 [0 ke 3] [ A ] 8 [Ko k1|2 k3]
0o 0 X Vv Vv V 0 0 X Vv Vv X
0 1 X Vv X X O 15 B 7 /A X
TN IO /A8 B/ [ (4 T RO B /A VAN X
1 1 v v v X 1 1 X v v X
(@) ()
[ A | B | Ko Ki|K2 K3 | Ka|Ks | K6 | K7 | K8 | Ko |Kuo|Ku1|Kiz|Ki3|KiaKas |
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Fig. 3. Truth tables of a two input AND gate locked with (a) SFLL-HD?
with a correct key of K1, (b) SFLL-HD! with a correct key of K1 and K2,
(c) LUT-based correction circuit with a correct key of K1, and (d) CORALL
n2llcl with a correct key of K1.

C. CORALL

Current SAT resistant techniques that are based on logic
cone modifications provide limited output corruption. The
developed CORALL architecture addresses limitations to cur-
rent techniques by utilizing an expanded key space that allows
for increased output corruption while providing high SAT
attack resilience. The expansion is denoted as an increase
in the number of unique columns of the truth table repre-
senting the key space, which implies more functions for an
oracle guided attack to constrain. For example, consider the
output corruption tables shown in Fig. 3 of the flip function cir-
cuitry of a two-input AND gate implemented with SFLL-HD?,
SFLL-HD!, and a LUT. The modification of the logic cone
when implementing SFLL-HD? on a two-input AND flips the
output of the circuit when A = 0 and B = 1, which results in a
modified cone with an output corruption probability of 25%.
In comparison, 50% of the cubes, AB = 00 and AB = 11,
are corrupted when implementing the AND with SFLL-HD'.
However, as discussed in Section IV-A, less DIPs are required
to execute a successful SAT attack on the obfuscated AND
gate, with an average of two DIPs required for SFLL-HD?
and only one DIP for SFLL-HD'. As opposed to the SFLL-
HD implementations, the LUT flip function shown in Fig. 3(c)
implements up to 2* possible functions. Since there are 2* pos-
sible functions, four iterations of the SAT attack are required
to decrypt the key independent of the corruption applied to the
modified logic cone. In general, a LUT with n select lines gen-
erates 22" unique columns. Since each input pattern applied
to the LUT generates an equally balanced logic one and logic
zero in the key space, as shown in Fig. 3(c), the key space
is cut in half each iteration. The 22" unique columns, there-
fore, force an oracle guided attack to apply 2" input patterns
to determine the correct key.

While a LUT allows for the maximum amount of unique
columns, and therefore, the largest number of functions for an
adversary to search, the use of a LUT as the flip-function
is limited by the significant overhead in PPA required to

Authorized licensed use limited to: Drexel University. Downloaded on June 29,2021 at 20:17:17 UTC from IEEE Xplore. Restrictions apply.



42 IEEE TRANSACTIONS ON COMPUTER-AIDED DESIGN OF INTEGRATED CIRCUITS AND SYSTEMS, VOL. 40, NO. 1, JANUARY 2021

=
3

ox
12|
r-wi

Cube 0 L Flip

Cube n ‘Dﬁ
Fig. 4. Implementation of the flip function circuit of CORALL. The first
layer consists of /-input LUTs, where [ is two for the example shown, with the
inputs to the modified cone provided to the LUTs. The outputs of the LUTs
are inputs to an AND tree, which forms a single protected cube. Multiple

protected cubes are then provided as inputs to an OR gate, which generates
the flip signal to correct any errors in the modified logic cone.

implement the circuit. The objective of CORALL is to gener-
ate a large number of unique columns in the key space without
resulting in a large overhead in PPA.

The CORALL architecture is described as CORALL(n, [, ¢),
where n defines a subset of the circuit inputs, [/ is the number
of LUT select lines, and c¢ is the number of protected cubes.
The circuit structure when [/ equals 2 is shown in Fig. 4, where
each logical input of the circuit is connected to a select line of
a two input LUT that requires four key bits and the output of
each LUT is then connected to an AND tree. The structure is
easily modified to account for multiple protected cubes, where
each output of a protected cube is connected to an OR gate, as
shown in Fig. 4. In addition, the size of the LUTs is adaptable.
For example, setting / to 4 is possible, which combines inputs
A, B, C, and D into a single LUT instead of utilizing two LUTs
to group inputs A and B and inputs C and D when [ equals 2.
Rather than requiring an exponential increase in the number
of keys, as needed for a standard LUT topology, the CORALL
architecture only requires a linear increase in the key size. The
number of keys required for circuits with 1 to 12 inputs is pro-
vided in Fig. 5, where a linear increase in the number of keys
for an [ of 2, 3, 4, 6, and 8 inputs is shown for the CORALL
architecture. For example, securing a circuit with inputs A to
H (n = 8) requires 2% key inputs for a standard LUT topology
as compared to 16 key bit inputs for CORALL n8/2¢c1, which
significantly reduces the area and power overhead when [ is
less than the total number of inputs to a given logic cone. The
number of keys required to implement CORALL is given by
(5), where num_lut = [n/I].

C * Z 2l (5)

1) SAT Attack Resilience of CORALL: When the corrup-
tion of the modified logic cone equals 1/2", the resilience of
CORALL nllcl to a SAT attack is nearly identical to SFLL-
HDY as the functionality of CORALL inherently contains the
point flip function produced by SFLL-HD?. The only differ-
ence is that applying CORALL results in an increase in the
minimum number of iterations required by the SAT attack to
return the correct key since guessing the protected cube does
not eliminate all but one key value as is the case with SFLL-
HDC. For example, consider the resulting key space when
securing the input pattern AB = 11 with CORALL n2/l1cl,

—— LUT —e—CORALL 2
—5—-CORALL 3 —— CORALL 4

—+— CORALL 6 —— CORALL 8

212 -

26,

Number of Keys

L
0 2 4 6 8 10 12
Number of Inputs

Fig. 5. Number of keys required for a standard LUT-based logic locking
topology and the CORALL methodology as the number of primary inputs to
the circuit is increased from 1 to 12. The CORALL architecture is evaluated
for LUT sizes of 2, 3, 4, 6, and 8 inputs.

which is shown in Fig. 3(d). Even when the DIP AB = 11
is selected, multiple correct functions still exist. In the case
of CORALL n2l1cl1, three DIPs are required to determine the
correct functionality of the circuit as the technique generates
10 out of a possible 16 unique column values. Note that when
the correct constraints (check marks) and incorrect constraints
(X’s), as shown in Fig. 3(d), are roughly evenly distributed,
the number of iterations of the SAT attack is approximated
by log, (1), where u is the number of unique columns. For the
approximation of log, () to hold, the remaining valid columns
for each iteration must also have an approximately even dis-
tribution of correct and incorrect output possibilities. If, for
example, a DIP of AB = 10 was chosen after AB = 00 in
Fig. 3(d), there are still four correct and two incorrect possi-
ble functions remaining, which implies that the adversary is
only able to eliminate 2/s of the possible key values.

As the amount of output corruption is increased, which
is quantified by comparing the outputs of the original and
modified logic cones, the number of unique columns in the
truth table of the key space dictates the extent to which the
CORALL topology is resilient to an oracle guided attack.
An increased number of unique columns provides greater
resilience to the SAT attack as an added constraint to the SAT
solver when a protected cube is chosen as a DIP is the logi-
cal AND of the key bits exposed by the LUTs. For example,
the circuit shown in Fig. 4 with ¢ = 1 results in the con-
straint KO - K4 - (Kn — 4) - Kn when the DIP input of A to H
equals 00001111 produces an output of 1 from the flip func-
tion. The extreme case occurs when the modified logic cone
is an inverse function of the original logic cone, which results
in a constant one at the output of the flip function. In the case
where the modified logic cone is completely corrupted and
¢ = 1, which implies a single protected cube, the CORALL
architecture requires a minimum number of SAT iterations of
2! where [ is the number of LUT select lines. The minimum
number of iterations is a result of revealing a single key bit
of each LUT for each determined protected minterm pattern.
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Fig. 6. Number of unique columns of the key space truth table as the number
of protected cubes c is increased for CORALL and SFLL-Flex when n = 4.
The [ size of CORALL is varied from 1 to 3.

Increasing [ results in a greater minimum number of itera-
tions required to fully execute an oracle guided attack. The
greater number of unique columns added to the truth table of
the key space by increasing /, therefore, provides an improved
resilience to oracle guided attacks, with the number of unique
columns when ¢ = 1 given by (22l — DY 1.

The number of unique columns is also increased by provid-
ing a greater number of cubes ¢ to the CORALL circuitry.
Whereas the number of unique columns for SFLL-Flex is
given by > i, ('ll), CORALL generates more unique columns
as multiple minterms are flipped per protected cube. The num-
ber of unique columns for CORALL and SFLL-Flex when the
number of inputs to the flip function n equals 4 is provided in
Fig. 6. The results shown in Fig. 6 indicate that CORALL
provides a much faster increase in the number of unique
columns than SFLL-Flex, generating SAT attack resilience
with increased modified logic cone error rates without requir-
ing the large overhead of additional cubes needed with
SFLL-Flex. Using the notation defined in [36], the CORALL
circuit is able to achieve best-possible approximation-resilient
locking (BPARL) with regard to oracle guided attacks as
the hypothesis space, which equals the number of unique
columns, exponentially increases until the space saturates at
22" columns. As the required level of output corruption for a
given modified logic cone decreases, the value of both the ¢
and [ parameters is reduced as the SAT attack resilience of
SFLL given by (2) applies.

2) Simulation of Benchmark Circuits: The SFLL-HD,
SFLL-Flex, and the proposed CORALL architectures are com-
pared for 5, 10, 15, and 20 input flip functions implemented
for the b17 and b18 ITC’99 [37] benchmark circuits and the
$s38584 and s35932 ISCAS’89 [38] benchmark circuits, with
results provided in Fig. 7. The CORALL architecture is eval-
vated for 2 and 4 protected input cubes ¢ and for 2 and 4
inputs to the LUT [. The number of constrained inputs for the
analysis of CORALL is 1, which implies that n — 1 inputs are
free, where n is the total number of inputs to the flip function.
Constraining only a single input per cube results in modified
logic cones that produce a large amount of output corruption
as compared to an activated IC.

TABLE I
OUTPUT CORRUPTION FROM THE MODIFIED LOGIC CONES OF THE B17,
B18, 538584, AND $35932 BENCHMARK CIRCUITS. THE SECURED
CIRCUITS INCLUDE A 20 INPUT FLIP FUNCTION AND ARE EVALUATED
FOR 1000 RANDOM INPUT PATTERNS, WITH EACH RANDOM INPUT
PATTERN EVALUATED FOR 100 RANDOM KEY VALUES.

Methodology Benchmark

b17 b18 s38584 | 35932

CORALL c4l4f19 | 83.60% | 82.90% | 80.80% | 84.70%
CORALL c2I2f19 | 76.30% | 73.00% | 73.60% | 74.30%
SFLL HD n/3 6.80% 7.90% 6.70% 6.90%
SFLL HD n/2 29.60% | 31.60% | 28.60% | 30.40%
SFLL HD n/4 3.20% 3.30% 2.50% 3.30%
SFLL Flex c2n5 10.10% | 10.60% | 13.20% | 11.70%
SFLL Flex c4n5 21.70% | 20.20% | 22.00% | 20.70%

The analysis of SFLL-HD with results as shown in Fig. 7
is completed for Hamming distances of n/4, n/3, and n/2 to
ensure significant output corruption within the modified logic
cone. The analysis of SFLL-Flex for all trials is completed
with 2 and 4 protected cubes c and 1 and 5 inputs n for each
cube.

The results shown in Fig. 7 confirm that CORALL sig-
nificantly outperforms SFLL-HD and SFLL-Flex in both the
number of iterations of the SAT solver and the CPU execution
time required to complete the SAT attack. When implementing
a 20 input flip function, CORALL c4/4, on average, outper-
forms SFLL-HD n/4 by 34.41x and SFLL-Flex by 82.36x
in the number of iterations required to execute a successful
SAT attack. The execution time of the SAT attack on circuits
secured by CORALL is, on average, 111.96x that of SFLL-
HD and 430.05x that of SFLL-Flex for a flip function with
20 inputs.

In addition to increasing the number of SAT attack itera-
tions, CORALL also provides greater corruption of outputs
as compared to SFLL-HD and SFLL-Flex. The estimated
error rate (output corruption) for the CORALL, SFLL-HD,
and SFLL-Flex techniques is analyzed for a 20 input cir-
cuit implementation of the flip function with results listed in
Table I. The analysis is performed by comparing the outputs
of an activated and locked IC for 1000 random input pat-
terns. For each random input pattern, 100 random key values
are applied to the locked IC. The results listed in Table I
indicate that the CORALL architecture corrupts a minimum
of 73% of the total input-output pairs. The maximum output
corruption observed for SFLL-HD and SFLL-Flex is, respec-
tively, 31.60% and 21.70%. CORALL, therefore, significantly
improves the resilience of a circuit to a SAT attack as com-
pared to both SFLL-HD and SFLL-Flex for cases where a
large corruption of the primary outputs is required.

An additional consideration when characterizing the
resilience of a circuit to the SAT attack is the variation in
the number of iterations required to execute the attack, which
is analyzed on the c1908 ISCAS’85 benchmark circuit. The
c1908 circuit is evaluated for 500 random netlist orders after
applying the SFLL-HD and CORALL techniques with a 10
input circuit of the flip function. Results of the analysis are
provided in Fig. 8. Varying the order of the netlist results in
variation in the number of iterations required to successfully
execute the SAT attack [18].
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Comparison of the SFLL-HD, SFLL-Flex, and proposed CORALL out-of-cone logic locking techniques when the modified logic cone requires a

high corruption of outputs as compared to an activated IC. The techniques are evaluated for circuit implementations of the flip function with 5, 10, 15, and
20 inputs. The number of cubes ¢ and LUT-size [ are varied for CORALL. The SFLL-HD architecture is evaluated for varying Hamming distances computed
based on the number of inputs n. The SFLL-Flex architecture is analyzed for a varying number of cubes ¢ and number of inputs per cube n.
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Fig. 8. Number of SAT attack iterations required to decrypt the ISCAS’85
¢1908 benchmark circuit when the circuit is locked with a 10 input flip func-
tion using the SFLL-HD and CORALL methodologies. Each secured circuit
is evaluated for 500 netlist orders [18] to characterize the variation in the
number of iterations. The SFLL-HD technique is evaluated for Hamming dis-
tances of 0, n/4, n/3, and n/2, where n is the number of inputs to the circuit of
the flip function. The CORALL methodology is evaluated for c2/1f1, c2I2f5,
c212f7, c212f9, and 5139, where ¢ represents the number of cubes, [ the
LUT size, and f the number of free inputs.

SFLL-HD® and CORALL c2I2f1 are also characterized,
which include a single free input f of 1 as shown in Fig. 8
and represent the case where the provided output corruption
is limited for each methodology. Note that the free inputs f
are a subset of n and represent the inputs a protected cube is
independent of. The results shown in Fig. 8 indicate that the
mean number of iterations produced by SFLL-HD? is slightly
greater than CORALL c2/2f1. However, the minimum number

of iterations for SFLL-HDY is much lower, and the distribu-
tion is uniform across much of the range of the number of
iterations required to complete the SAT attack. The uniform
nature of SFLL-HD? matches the expected numerical results
given by (2). A much larger minimum number of iterations
is required for CORALL c2/2f1, which matches the results
from the analysis provided in Section IV-C1. CORALL, there-
fore, provides nearly equivalent resilience to the SAT attack
as that of SFLL-HD? for cases that require a low output cor-
ruption while also requiring a much larger minimum number
of iterations of the SAT attack.

As the Hamming distance parameter of SFLL is increased,
the mean number of iterations required to execute the SAT
attack is reduced significantly as indicated by the results shown
in Fig. 8. However, the minimum number of iterations needed
to successfully execute the SAT attack increases. In con-
trast, the number of iterations to complete the SAT attack
decreases as the number of free inputs increase for CORALL.
However, the mean and minimum number of iterations are
greater for CORALL than SFLL-HD. Note that the resilience
of CORALL to the SAT attack increases as the number of
cubes ¢ and the LUT size [ increase. Increasing the number
of cubes to 5 and the LUT size to 3 while 9 of 10 inputs are
unconstrained to produce greater output corruption results in
an increase in the number of iterations to over 2'°. The trade-
off for increasing the number of cubes and LUT size is the
additional overhead in power, performance, and area (PPA).

The overhead in PPA to implement the SFLL-HD and
SFLL-Flex techniques with a flip function of 20 inputs is listed
in Table II, while the characterization of the overheads for
CORALL is listed in Table III. The listed data indicates that
for the large ITC’99 (b17 and b18) and ISCAS’89 (535932 and
$38584) benchmark circuits, the implementations of all three
techniques result in low overheads, with the PPA increasing
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TABLE 11
ANALYSIS OF THE PPA OVERHEAD OF IMPLEMENTING SFLL-HD AND SFLL-FLEX ON THE B17, B18, c432, c1908, s35932, AND $38584
BENCHMARK CIRCUITS. SFLL-FLEX IS EVALUATED FOR 2 AND 4 PROTECTED CUBES ¢ AND A FLIP FUNCTION WITH 5 INPUTS (n = 5).
ALL EVALUATED CIRCUITS ARE LIMITED TO A MAXIMUM OF 20 INPUTS TO THE FLIP FUNCTION.

45

SFLL-Flex
Benchmark Original SFLL-HD s ans
Area (qu) Power (mW) | Timing (ns) | Area (%) | Power (%) Timing (%) | Area (%) | Power (%) | Timing (%) | Area (%) Power (%) | Timing (%)
bl17 2.47E+05 102.81 23.73 1.15 5.15 5.65 -0.62 -1.28 2.44 -0.42 -1.54 2.44
b18 7.11E+05 402.93 27.67 0.43 1.89 4.26 -0.06 0.79 2.35 0.05 0.98 2.02
c432 1.71E+03 0.48 3.85 249.01 659.26 24.42 30.77 2292 20.26 55.82 40.09 13.25
c1908 4.15E+03 2.12 4.64 95.83 145.82 8.41 10.44 10.41 3.88 22.60 17.22 -1.29
$35932 9.72E+04 38.04 3.04 4.47 11.18 114.47 0.54 1.01 -0.33 1.04 1.75 0.66
$38584 1.18E+05 40.56 522 4.25 2.11 24.71 0.93 -7.91 1.53 1.31 -1.76 5.94
TABLE III

ANALYSIS OF THE PPA OVERHEAD OF THE CORALL ARCHITECTURE
FOR THE B17, B18, c432, c1908, $s35932, AND $38584 BENCHMARK
CIRCUITS. CORALL IS EVALUATED FOR 2 AND 4 PROTECTED INPUT
CUBES ¢ AND LUT SIZES OF 2 AND 4 INPUTS. ONLY A SINGLE
CONSTRAINED INPUT IS UTILIZED FOR THE GENERATION OF THE
CORALL CircuITs. ALL EVALUATED CIRCUITS ARE LIMITED TO
A MAXIMUM OF 20 INPUTS TO THE FLIP FUNCTION.

CORALL

Benchmark c2l2
Power (%)
-1.70
-0.59
103.21
36.56
0.46

-6.83

c4l4
Power (%)
1.06
0.68
530.18
152.38
8.26
8.86

Area (%)
-2.12
-2.50
117.80
46.64
233
0.81

Timing (%)
3.37
12.94
7.79
-0.65
-3.95
8.05

Area (%)
0.14
-1.30

494.95
203.99
8.62
6.88

Timing (%)
7.12
9.65
23.90
10.56
-3.95
3.64

b17

b8

c432
c1908
535932
538584

by no more than 10% as compared to the unobfuscated ver-
sion of the circuit. Applying the three techniques on all of the
large benchmark circuits results in no more than a 3% increase
in area, with both SFLL-Flex and CORALL providing further
reductions in occupied area after resynthesis of the modified
logic cone. Implementations of all three techniques result in
large overheads in area for the small ISCAS’85 benchmark cir-
cuits, where the c1908 and c432 circuits increase in area by
over 100%. On average, a 20% reduction in area and a 2.14%
increase in performance was observed as compared to SFLL-
HD when implementing the CORALL architecture utilizing
four protected cubes ¢ and a LUT size [ of four. The largest
variation occurs in the timing overhead, as different cones are
secured by each technique for each benchmark circuit.

The results listed in Table III indicate that the implementa-
tion of CORALL results in similar overheads in PPA as SFLL
while providing a significantly higher resilience to the SAT
attack for circuits that require a large percentage of corruption
between the activated and locked IC. In addition, CORALL
provides greater flexibility than SFLL, as the number of cubes
and LUT size are adaptable parameters that tune between the
security of a circuit, as measured by the number of itera-
tions of the SAT attack, and the overhead in area, power,
and performance of implementing CORALL on the circuit.
For example, the timing overhead of the c432 benchmark
circuit secured with CORALL c4l4 is 23.90%, as listed in
Table III. As a four input LUT contributes to the delay of the
flip function, decreasing the LUT size to three inputs reduces
the logical depth of the critical path of the circuit implement-
ing the flip function, which reduces the overhead in delay to

INO

Logic Cone

Tamper Proof
Memory K

Fig. 9. Block diagram of the SFLL-HD logic locking technique, where the
perturb unit is shown within the dotted box and with the correct key labeled as
K*. The restore unit, composed of the tamper proof memory and the bottom
HD block, corrects any modifications introduced by the perturb unit.

0%. If increased resilience to the SAT attack is required, an
additional cube is added instead to limit the impact on the
timing of the circuit.

V. INCREASING THE RESILIENCE OF MODIFIED LOGIC
CONES AGAINST STRUCTURAL ATTACKS

There are a variety of proposed structural attacks to deter-
mine the key of a logic locked IC [26]-[28] that target the
fixed and predictable structure of the modifications made to
the original, unobfuscated, logic cones of the circuit. While
out-of-cone techniques provide a means to generate SAT
attack resistant circuits, targeting the structure of the modified
logic cone allows an adversary to determine the key without
access to an oracle IC, which indicates a significant security
vulnerability.

The majority of the structural attacks are developed for the
SFLL-HD” topology. A block level schematic of the SFLL-
HD” flip function (restore unit) and the modified logic cone
(perturb unit) is shown in Fig. 9. The current structural attacks
are capable of identifying the perturb unit and extracting the
hard coded key without access to an oracle IC when a resyn-
thesis of the original logic cone to integrate the perturb unit
does not produce significant topological mixing.

The work described in [26] proposes two different structural
attacks. The first structural attack is based on the unnateness
of the perturb unit of SFLL-HD®, where the perturb unit sim-
plifies to a single comparator. A Boolean function is described
as positive unate with regard to x if switching x from O to 1,
while leaving all other variables unchanged, never results in
the function switching from 1 to 0. A negative unate function
behaves exactly the opposite, where x transitioning from 1 to
0 never results in the function switching from 0 to 1 when
all other variables are held constant. The single minterm cube

Authorized licensed use limited to: Drexel University. Downloaded on June 29,2021 at 20:17:17 UTC from IEEE Xplore. Restrictions apply.



46 IEEE TRANSACTIONS ON COMPUTER-AIDED DESIGN OF INTEGRATED CIRCUITS AND SYSTEMS, VOL. 40, NO. 1, JANUARY 2021

utilized in SFLL-HDV is either positive or negative unate with
regard to every input to the perturb circuit, which results in the
determination of the protected cube for 18 of the 20 circuits
analyzed in [26].

In addition, an attack on SFLL-HD" that utilizes properties
of the Hamming distance checker is proposed in [26]. The
attack exploits the observation that protected cube inputs that
are a distance of 2A from one another provide information
regarding the key. Any bits where the two protected input
cubes agree must be the correct key bits [26]. The use of
the 2h protected cube distance is further expanded, where the
remaining key bits are iteratively searched for with a SAT
solver.

The work described in [27] assumes that an attacker is able
to find a protected cube and then use a bit coloring attack
to determine the key in n — 1 queries. The grouping of bits
is based on whether the modified logic cone is equal to the
original logic cone. When it is not, the two input patterns are
2h distance apart. The property is similar to the separation in
the Hamming distance observed in [26].

A functional reverse engineering approach is utilized in [28]
instead of the separation in the Hamming distance. The BSIM
tool described in [39] is applied to identify comparators and
adders within the circuit, which constitute components of
the circuit that implement the Hamming distance perturb and
restore unit.

Structural attacks are prevented using cryptographic tech-
niques, including one-way functions and an AES block as
described in [27] and [40], respectively. Both one-way func-
tions and AES increase the difficultly of determining the input
conditions of the circuit from the output constraints, but do not
integrate well with the original logic cone. Therefore, modified
approaches such as described in [28] allow for identification
of the perturb unit, which is then simply removed, exposing
the original logic cone to an adversary.

The work in [34] prevents structural attacks by inducing
a stuck-at fault into the original logic circuit. The intro-
duction of the stuck-at fault guarantees modification to the
original logic cone without requiring resynthesis to imple-
ment the changes to the original circuit. The technique is
referred to as subtractive since elements are no longer added
to the original circuit. The primary drawback of the SFLL-
Fault methodology is the run-time required to select a fault
that is correctable with a limited flip function circuit, as over
an hour was required per fault on the evaluated benchmark cir-
cuits [34]. CORALL instead provides additive modifications
to resist structural attacks while requiring less computational
resources to implement the technique.

A. Structural Attack Resilience of CORALL

Increasing the resilience of out-of-cone logic locking tech-
niques to structural attacks requires 1) better mixing of the
original logic cone with the perturb function and 2) noniden-
tical modifications to the logic cone that prevent identification
and exploitation of the logical structure of the perturb func-
tion due to the possession of knowledge of the logic locking
algorithm. The first modification to the locking mechanism of
the circuit when implementing CORALL is the elimination of
the XOR gate in the perturb unit, which reduces the complex-
ity of integrating the perturb function with the original logic

Algorithm 2: Protected Cube Generation

Input: FSM netlist netlist, LUT Size lut_size,
Common Probability common_prob,
Number of Cubes num_cubes;
curr_func = netlist;
num_cone_inputs = length(curr_func.inputs);
Hip_funcs = [1;
for num_cubes do
while num_cone_inputs > lut_size do
if common_inputs then
/* Set cf_var, cf_val from common
inputs */

else
/* Choose random cf_var and cf_val

*

Sfunc_cfs =/ get_cfs(curr_func, cf _var);

if common_inputs then
curr_func = func_cfs[cf_val];

else if num_ins_cf0 < num_ins_cf1 then
curr_func = func_cfs[0];

else if num_ins_cf1 < num_ins_cf0 then
curr_func = func_cfs[1];

else

curr_func = func_cfs[cf_vall;
/* Add set input to constraints x/
if rand(0, 1) <= common_prob then

/* Append to common inputs */

if num_cone_inputs <= 2 * lut_size then
/* Check for 2-LUT function
criteria */
end

flip_funcs.append(curr_func)
end

/* Add correction circuitry for flip_funcs
*/

cone. To remove the XOR, the algorithm must determine a set
of input constraints that result in a constant logic 0 or logic 1
output from the original logic cone. The output of the circuit
is now flipped with standard OR and AND gates, depending
on the desired output of the modified cone.

In order to determine the modified logic cubes for use in
CORALL, an approach based on iterative cofactors is applied.
For a Boolean function, the positive cofactor of a variable x; is
given by (6), while the negative cofactor is given by (7). The
positive cofactor sets x» to logic 1 and returns the remaining
logic function, while the negative cofactor sets xp to logic 0
and, similarly, returns the remaining logic function.

fxz =f(xO,x1,1,x3,...,xn) (6)
ffz :f(x()v-xlv Oa )C3, o 7xl’l) (7)

The formulaic description of utilizing the iterative cofac-
tor to determine the modified logic cubes is provided as
Algorithm 2. The while loop included in Algorithm 2 is the
primary pseudo-code describing the generation of the pro-
tected cubes. The algorithm begins by checking if there are
previous common inputs to utilize as the branching variable
for the cofactor. If not, a random variable and logic value are
generated for the branching of the cofactor. The positive (fy)
and negative (f;) cofactors are determined for the given cofac-
tor input variable ¢f_var. If the branching direction is already
chosen by the common input, then the respective positive or
negative cofactor is selected as the current function curr_func.
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Fig. 10. Three different perturb functions generated with the developed algorithm that selects protected cubes through iterative cofactors. Note the topological
differences between the three generated circuits and the variance in the support set of the functions.
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Procedural stages of the modifications to the original logic cone to include the logic of the perturb unit shown in Fig. 10(a). The schematics depict

(a) an unmodified c17 circuit, (b) a modified logic cone before resynthesis, and (c) a modified logic cone after resynthesis.

Otherwise, the number of inputs to the positive and negative
cofactor functions are considered for the branching direction.
The polarity of the cofactor with the smallest support set is
chosen as the curr_func. Utilizing the cofactor with the small-
est support set reduces the number of branches taken, which
results in fewer constrained inputs and, therefore, the gener-
ation of more input—output pairs with corrupted outputs. If,
however, the objective is to lower the output corruption, then
the cofactor with the largest support set is selected. If the posi-
tive and negative cofactors include an equal number of inputs,
then the cofactor polarity is chosen at random. The set vari-
able and the polarity of the given set variable are added to a
hash map of the constrained inputs, which are utilized when
generating the logic of the perturb unit.

The computational complexity, as given by the runtime of
executing Algorithm 2, is bounded by the cofactor operation
and the number of iterations of the while loop required to
determine the protected cube. In the worst case, the cofactor
algorithm needs to update the entire graph structure to a con-
stant value, which is bounded by O(|V|*|E|), where |V| is the
set of graph vertices and |E| the set of graph edges. However,
in most cases, the cofactor operation does not have to update
the entire graph. Rather, the cofactor operation typically only
updates a small portion of the graph corresponding to an aver-
age runtime complexity on the order of O(log(|V|* |E|)). The
number of iterations is limited to n, where n is the number of
primary inputs to the circuit. The total runtime complexity of
the operation is then bounded by O(n * log(|V]| *x |E])). Note
that the number of iterations of the algorithm and the cofactor
complexity are correlated. As a result, a cofactor iteration that
significantly modifies the graph also eliminates a subset of the
n input variables, which reduces the total number of executed
iterations of the cofactor algorithm.

To produce increased variation in the logical structure of the
generated perturb unit, a term described as common probabil-
ity is introduced to the algorithm. The common probability
is the likelihood that a variable from a previous protected
input cube is applied again on another cube, which results in
the generation of noncomparator-based logical functions and a
significantly large amount of variation within the logic of the
perturb unit. The resulting variation increases the difficulty
of successfully executing a structural attack on the modified
cone. Three logical topologies of the perturb unit generated

using the iterative cofactor technique on the c17 ISCAS’85
benchmark circuit are shown in Fig. 10. The variation in the
logic of the perturb unit provides increased difficulty to an
adversary examining the netlist to determine the structure of
a given perturb unit. The procedural stages of implementing
the modifications to the logic cone that integrate the perturb
circuit shown in Fig. 10(a) with the ISCAS’85 c17 benchmark
circuit are shown in Fig. 11. The modified logic cone with no
resynthesis is shown in Fig. 11(b), which is the worst case
structural topology as the additional perturb logic is not well
integrated with the original cone. However, the similarity of
the logic of the perturb unit to the original logic cone of the
circuit increases the difficulty of detecting the perturb unit,
even when resynthesis does not produce an optimal mixing of
the perturb logic with the original logic cone. The resynthe-
sized logic cone of c17 modified to include the perturb unit
shown in Fig. 10(a) is depicted in Fig. 11(c), which demon-
strates that resynthesis of the modified logic cone results in a
logical topology that is much more difficult to subdivide and
extract.

In addition, for each iteration of the while loop, a check
is performed to determine if the number of remaining inputs
to the cube-generation function is less than 2 % lut_size. If
the number of inputs is less than 2 x lut_size, the algorithm
explores the feasibility of mapping the remaining logical func-
tion to two LUTSs connected with an AND gate. The remaining
inputs must allow for independent groupings of literals. As
an example, for a function with literals ABCD, one possible
grouping of the literals is AB and CD, which are then mapped
to two 2-input LUTSs. For the standard CORALL architecture,
independent groups with last level functions of AND/NOR
are searched for first, as AND/NORs are readily mapped to
two LUTs followed by an AND gate. If more flexibility in
the logical topology of the circuit is needed, the first level of
AND gates connected to the LUTs, as shown in Fig. 4, are
converted to AND/OR gates [8]. The conversion to AND/OR
gates allows for the use of AND, OR, NAND, and NOR gates
as last level logic.

If the number of remaining inputs to the cube-generation
function is greater than 2 x [ut_size, then the algorithm con-
tinues to iterate until the remaining cube-generation function
fits into a single LUT, or the remaining function is a constant
logic O or logic 1. The generated function is then added to a
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TABLE IV
OuTPUT CORRUPTION OF THE MODIFIED LOGIC CONE FOR THE
CORALL ITERATIVE COFACTOR PROTECTED CUBE SELECTION
ALGORITHM AND SFLL-HD?. THE NUMBER OF INPUTS TO THE
SECURED CONE OF THE CORALL ARCHITECTURE IS PROVIDED.
THE CORRUPTION IS MEASURED AS THE NUMBER OF ERRORS
PER SECOND, ASSUMING AN IC OPERATING AT 1 GHz.

Benchmark | Number of Cone Inputs | CORALL Corruption | SFLL-HD? Corruption

exs 7 6.51E+08 3.97E+06
apex4 9 4.97E+08 9.80E+05
ex1010 10 9.10E+07 4.89E+05
c1908 33 1.00E+06 5.82E-02
c432 36 4.00E+04 7.28E-03
apex2 36 1.28E+08 7.28E-03
c499 41 1.80E+00 2.27E-04
seq 38 4.80E+08 1.82E-03
cl1355 41 1.00E+04 2.27E-04
k2 29 7.00E+04 9.31E-01
¢3540 50 4.00E+06 4.44E-07
c880 36 2.20E+07 7.28E-03
dalu 27 1.10E+05 3.73E+00
i9 13 4.10E+07 6.11E+04

i8 17 2.20E+07 3.81E+03
c5315 67 7.00E+06 3.39E-12
i4 47 4.00E+06 3.55E-06
i7 7 2.35E+08 3.97E+06
c7552 80 1.43E+03 4.14E-16
€2670 107 8.40E+07 3.08E-24
des 19 8.60E+07 9.54E+02
b17 150 9.54E+02 2.80E-36
$38584 49 6.00E+07 8.88E-07
$35932 14 5.00E+07 3.05E+04
bl8 141 4.77E+02 8.35E-44

list of flip functions (flip_funcs) and the algorithm is repeated
until the target number of cubes is reached. By utilizing a LUT
to capture some of the logic of the perturb unit, even if modi-
fications to the logic cone are identifiable, the adversary does
not possess the necessary information required to determine
the key.

The iterative cofactor is utilized until the logic of the pro-
tected cube is mapped to a LUT, is a constant logic 0, or is a
constant logic 1 to ensure that the generated perturb function
is of similar logical depth to the original logic cone. The goal
is to avoid large differences in the depth of logic between the
original circuit and the perturb unit. For example, if the logic
of the perturb unit is only reliant on a single input, then the
output corruption is high but the logic of the perturb unit is
discernible from the original logic cone. In that case, the per-
turb unit does not integrate with the original logic cone during
resynthesis as the logical path only has a depth of one. In con-
trast, if all inputs to the logical cone are constrained within
the perturb unit, the adversary is able to isolate the perturb
unit by the logical structure of the circuit. While applying
the iterative cofactor of the logical cone reduces the dispar-
ity in the logical depth between the logic of the perturb unit
and the logic of the original cone, additional constraints on
the inputs reduce the corruption of the outputs of the circuit.
For an IC operating at 1 GHz, an error rate of one corrupted
output every second deems a device unusable. The corruption
of the outputs of the benchmark circuits modified using the
iterative cofactor-based algorithm is listed in Table IV, where
all benchmark circuits secured with CORALL produced more

TABLE V
COMPARISON OF THE RESILIENCE OF SFLL-HD, SFLL-FLEX, AND
CORALL TO THE STRUCTURAL ATTACKS PROPOSED IN [26]-[28], [41].
A ¢ DENOTES THE TECHNIQUE IS RESILIENT TO THE ATTACK VECTOR
AND A X DENOTES THE METHODOLOGY IS SUSCEPTIBLE TO THE
ATTACK VECTOR. A ¢¥* INDICATES THE TOPOLOGY IS
PARTIALLY RESILIENT TO THE ATTACK VECTOR.

Attack Vector Logic Locking Methodology
SFLL-HD [21] | SFLL-Flex [21] | CORALL
[26] Unateness X v* (4
[26] 2H X v v
[27] X v v
[28] X v* v

than 4.77E4-02 errors per second when locked. The resulting
error rate after implementing SFLL-HD? is much lower, which
provides an adversary with a much more functional IC when
an incorrect key is applied. CORALL allows for additional
corruption by adding more protected cubes and/or increasing
the size of the LUTs. However, both increasing the LUT size
and/or the number of cubes results in an increase in the PPA
overheads. CORALL is also capable of utilizing cubes with
less constraints, which generate greater output corruption. The
tradeoff is increased risk to structural attack if the resynthe-
sis of the circuit does not integrate the perturb unit into the
original logic cone.

By 1) replacing the XOR gate as the output of the perturb
unit, 2) generating variation in the structure of the perturb
logic, and 3) placing the logic of the perturb unit in the
top level LUTs of the CORALL architecture, CORALL pro-
tects against all current structural attacks. The unateness check
described in [26] no longer applies as the perturb unit is not
required to utilize all inputs of the logic cone. The properties of
the Hamming distance checker exploited in [26] and [27] also
no longer apply as the perturb unit does not utilize a Hamming
distance checker and does not have a set logical structure.
The mixing of multiple correlated comparators of varying
lengths by executing CORALL results in the generation of
logic structures similar to the original logic cone, which pre-
vents the execution of the functional reverse engineering attack
described in [28]. Even if a comparator is utilized, the support
set of the comparator is unknown, which forces the BSIM tool
to examine a majority of the logic within the original cone of
the IC. With CORALL, removing the topological distinction
between the original logic cone and the perturb logic signifi-
cantly increases the computational cost of a BSIM attack. A
summary of the vulnerabilities of SFLL-HD, SFLL-Flex, and
CORALL to structural attacks is provided in Table V. While
the SFLL-Flex technique is not described as providing cubes
of variable length, the flip function does allow for modifica-
tions to the size of cubes. Therefore, SFLL-Flex offers partial
protection against the unateness attack described in [26] and
the functional reverse engineering attack described in [28].
Full protection against both attacks is not possible as the circuit
implementing the flip function reveals the variable length of
the cubes, which permits the unateness and functional reverse
engineering attacks to search a smaller subset of the original
logic cone.

The primary challenge in performing a structural attack on
CORALL is verifying that the original cone has been restored.
Consider the worst case scenario where the added logic is

Authorized licensed use limited to: Drexel University. Downloaded on June 29,2021 at 20:17:17 UTC from IEEE Xplore. Restrictions apply.



JURETUS AND SAVIDIS: INCREASED OUTPUT CORRUPTION AND STRUCTURAL ATTACK RESILIENCE 49

TABLE VI
SAT ATTACK ANALYSIS OF CORALL IMPLEMENTED WITH TWO
PROTECTED CUBES AND A LUT S1ZE OF TWO INPUTS. A TO DESIGNATES
A TIMEOUT, WHICH WAS SET TO FIVE DAYS (432000 S) FOR THE
ANALYSIS. THE NUMBER OF NEEDED KEY BITS IS DETERMINED BY
UTILIZING (5) AND THE NUMBER OF INPUTS TO THE LOGIC
CONE FrROM TABLE IV.

Benchmark | # of Keys | # of Iterations | # of Cubes | CPU Time(s)
apex2 144 1.38E+05 3.67E+08 TO
apex4 34 7.00E+02 1.52E+07 146.992
bl7 586 5.69E+04 1.20E+09 TO
bl18 638 4.27E+04 1.92E+09 TO
c1355 162 7.51E+04 3.52E+08 TO
c1908 130 7.96E+04 3.21E+08 TO
c2670 426 4.17E+04 4.02E+08 TO
3540 200 7.30E+04 6.31E+08 TO
c432 144 1.02E+05 1.93E+08 TO
c499 162 9.66E+04 4.51E+08 TO
c5315 266 4.07E+04 6.15E+08 TO
c7552 320 4.73E+04 8.28E+08 TO
c880 144 9.11E+04 3.43E+08 TO
dalu 106 5.36E+04 4.83E+08 TO
des 74 3.76E+04 1.24E+09 TO

ex1010 40 6.62E+02 1.37E+07 69.1274

ex5 26 1.86E+02 6.19E+05 1.50104
i4 186 1.20E+05 3.23E+08 TO

i7 26 6.20E+01 3.20E+05 1.0908
i8 66 6.33E+04 5.98E+08 TO

i9 50 1.09E+04 6.77E+07 8144.68
k2 114 7.69E+04 6.42E+08 TO
$35932 56 1.78E+04 1.66E+09 TO
$38584 194 1.94E+04 2.12E+09 TO
seq 152 5.07E+04 7.19E+08 TO

found within the netlist, which is equivalent to extracting the
added logic from Fig. 11(b). While other techniques produce a
static structural signature of the perturb unit, CORALL yields
no such distinct signature. Without a set structural signature,
the only means for an adversary to verify that the original logic
cone has been extracted is to apply an oracle guided attack.

B. Results of Simulation

The analysis of circuit resilience against the SAT attack
is performed for two protected cubes and a LUT size of two
inputs when utilizing the developed algorithm that selects pro-
tected cubes using iterative cofactors, with results as listed in
Table VI. The SAT attack was performed on a Xeon E52687W
CPU running at 3 GHz and with 95 GB of RAM. A timeout
of 5 days (432,000 s) was set for all circuits when executing
the SAT attack. The results listed in Table VI further support
the expectation that larger cone sizes, as listed in Table IV
for each benchmark circuit, provide greater resilience to the
SAT attack as discussed in Section IV-C1. In addition, the
output corruption is lower for the algorithm that selects pro-
tected cubes using iterative cofactors as compared to the results
shown in Table I, which also increases the resilience against
the SAT attack as the probability of generating a DIP that

causes the flip function to evaluate to logic 1 on the activated
IC decreases. The circuits that the SAT attack decrypted the
key within 5 days include a small number of inputs to the logic
cone, such as the ex1010 benchmark circuit that contains only
10 inputs. Other than the four circuits that were expected to
fail due to smaller size, all other circuits timed out after 5 days
of executing the SAT attack.

In order to increase the resilience of a circuit to the SAT
attack when the number of inputs to a single cone is small but
the total number of inputs to the circuit is much larger, as is the
case for the 19 benchmark circuit that includes 88 total inputs,
securing multiple cones with a single implementation of the
CORALL circuit is possible by applying protected cubes from
both cones. For merged cones, the logic that interfaces between
the two or more cones is prioritized. Combining cones allows
for greater resilience against the SAT attack. For example, the
key for i7 was determined in 1.09 seconds when executing
the SAT attack as the cone included only 7 inputs. However,
a larger number of inputs to the flip function is generated
by combining three of the smaller cones of the i7 benchmark
circuit, which results in a cone with 11 total inputs. The execu-
tion time of the SAT attack increases to 192.48 seconds from
1.09 seconds, and the number of iterations of the SAT solver
increases to 2048 from 32. The cost of combining the multiple
cubes is an increase in the logic of the flip function, which is
a tradeoff that must be considered.

The resilience against the SAT attack is also improved by
increasing the number of cubes and the LUT size of the
CORALL architecture, as discussed in Section IV-C1. The cost
of increasing the number of cubes and/or the LUT size is an
increase in the power consumption and area of the circuit as
well as a potential drop in performance.

The overhead in power, performance, and area (PPA) to
secure the ISCAS’85, MCNC, and ISCAS’89 benchmark cir-
cuits by CORALL with two protected cubes and a LUT size
of two inputs is provided in Table VII. The analysis of the
benchmark circuits indicates that the overhead in PPA of a
given topology is highly dependent on the original size of the
circuit being secured. For example, the i4 circuit includes a
total of 120 gates, which results in a greater percentage of
the total gates added to implement the CORALL architecture
and a corresponding increase in area of 347.04%. However,
for the s38584 circuit that includes 11,448 gates, the overhead
in area is only 0.23%. The size of the circuit must, therefore,
be considered when choosing a logic locking implementation.
The CORALL architecture provides a similar overhead in PPA
to SFLL-HD as indicated by the results listed in Table II.

In addition, certain benchmark circuits, including apex4
and ex1010 resulted in reductions in the area and/or power
consumption and improvements in the performance over the
original unobfuscated circuit. The improvements are due to a
significant modification to the original logic cone and indicate
a strong integration of the logic of the perturb unit and the
original logic of the circuit.

The runtime of executing the algorithm that generates pro-
tected cubes through iterative cofactors for each benchmark
circuit is also listed in Table VII. All of the benchmarks
complete within approximately 1 minute or less, with most
of the benchmarks requiring less than 1 second. The low run-
times demonstrate the usability of the algorithm to quickly
secure a circuit netlist.
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TABLE VII
OVERHEAD IN AREA, POWER, AND PERFORMANCE OF IMPLEMENTING CORALL ON A SUBSET OF ISCAS’85, MCNC, ISCAS’89, AND ITC’99
BENCHMARK CIRCUITS WHEN UTILIZING THE ALGORITHM THAT SELECTS PROTECTED CUBES THROUGH ITERATIVE COFACTORS. THE NUMBER
OF INPUTS AND THE NUMBER OF GATES ARE PROVIDED FOR EACH BENCHMARK CIRCUIT. THE RUNTIME OF THE
ITERATIVE COFACTOR ALGORITHM IS ALSO LISTED FOR EACH BENCHMARK CIRCUIT.

Benchmark | Number of Inputs | Number of Gates Original CORRALL
Area (um™2) | Power (mW) | Timing (ns) | Area (%) | Power (%) | Timing (%) | Runtime (s)
i4 192 120 2.03E+03 0.29 1.19 347.04 567.22 62.18 0.01
c432 36 160 1.71E+03 0.48 3.85 319.12 259.87 22.86 0.11
c499 41 202 3.90E+03 2.42 2.78 172.49 79.58 20.14 0.03
ex5 8 256 4.64E+03 1.30 1.97 20.03 19.09 3.55 0.02
c880 60 383 3.59E+03 0.89 4.49 42.08 50.17 -4.68 0.05
apex4 9 438 3.00E+04 11.46 4.08 -1.74 -0.25 -0.74 0.07
i7 199 471 5.08E+03 1.53 1.33 25.98 13.50 34.59 0.03
i9 88 522 5.61E+03 1.83 2.61 29.83 20.24 7.66 0.04
c1355 41 546 3.90E+03 243 2.78 171.14 99.92 22.30 9.68
ex1010 10 810 2.94E+04 11.11 3.63 -1.24 -0.54 -2.20 0.05
c1908 33 880 4.15E+03 2.12 4.64 118.78 83.43 29.74 4.96
apex2 39 1035 2.78E+03 0.59 2.84 182.70 208.16 -1.41 0.01
€2670 233 1193 5.79E+03 2.44 3.79 28.22 7.93 -2.37 16.46
k2 45 1201 1.04E+04 1.54 4.07 29.93 58.78 1.23 0.07
seq 41 1459 1.87E+04 5.59 3.38 21.34 23.41 16.86 0.05
¢3540 50 1669 1.01E+04 4.42 6.63 53.99 29.58 -11.46 6.90
dalu 75 1697 7.49E+03 1.67 5.51 74.81 81.02 -29.40 0.26
i8 133 1831 8.55E+03 1.78 3.01 22.76 34.84 11.63 0.01
c5315 178 2307 1.37E+04 7.13 4.70 55.42 30.70 4.89 3.80
c7552 207 3512 1.67E+04 8.48 8.62 13.54 13.70 4.18 0.02
des 256 4000 3.48E+04 19.03 3.76 2.26 0.91 4.26 0.01
338584 1464 11448 1.18E+05 40.56 5.22 0.23 -0.02 -2.11 6.56
835932 1763 12204 9.72E+04 38.04 3.04 -2.84 -6.05 -20.07 591
bl7 1452 30777 2.47E+05 102.81 23.73 -0.79 -1.43 -0.17 66.75
bl8 3357 111241 7.11E+05 402.93 27.67 -0.29 1.24 4.92 20.86
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