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Abstract—For decades computer architects pursued one pri-
mary goal: performance. Transistor scaling has translated into
remarkable gains in operating frequency and reduction in power
consumption. However, increased complexity from the device
to architecture levels impose several new challenges, including
a decrease in dependability/reliability due to physical failures.
Reconfigurable platforms are highly susceptible to scaling related
complexity, typically resulting in higher power consumption as
compared to application-specific integrated circuits. The concern
becomes far more important in the 3-D integrated circuit (IC)
domain as vertically stacked blocks exhibit increased thermal
resistance to the heat sink. The degradation in dependability
becomes an important design challenge, not only for safety
critical systems, but for the majority of architectures. In this
paper, a framework used to explore alternative fault-tolerant
schemes is proposed that masks the degradation in reliability
for 3-D FPGA platforms. Simulation results at the RTL level
highlight the benefits of the introduced solution, as the maximum
operating frequency and power consumption are improved by
33% and 26 %, respectively, as compared to similar state-of-the-
art solutions.

I. INTRODUCTION

Field-Programmable Gate Arrays (FPGAs) have become
the key implementation medium for a large portion of dig-
ital circuits [1]. As a result, the need for faster, smaller,
economical, and lower energy FPGA devices has increased.
Performance enhancements are not feasible, however, with
incremental solutions that simply scale CMOS technologies.
Three-dimensional (3-D) integration has emerged as a revolu-
tionary technology that satisfies these requirements. The shift
from horizontal scaling to volumetric stacking of circuits has
the potential to mitigate many limitations of modern integrated
circuits [2]. Three-dimensional ICs contain multiple physical
layers and offer considerable improvement in circuit perfor-
mance, such as lower power/energy consumption, less total
wire-length, higher integration density, and greater speed, as
compared to two dimensional (2-D) circuits [3]. The benefits
of employing 3-D integration are particularly important for
the FPGA paradigm, since the performance of these circuits
is primarily limited by the interconnects [4].

Although the rapid evolution of process technology has
addressed architectural concerns regarding transistor limited
design, new concerns have emerged. Among others, reliability
degradation becomes an important issue not only during the
fabrication process but also for the lifetime of the product [5],
with the more recent goal for architects to design reliable prod-
ucts from unreliable components. Defects in circuits are tightly
coupled to the operating conditions of the IC. Specifically, the
mean time to failure (MTTF) due to various intrinsic reliability
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Fig. 1: Taxonomy of various pioneering works on fault toler-
ance.

factors, such as electromigration, time-dependent dielectric
breakdown (TDDB), and negative bias temperature instability
(NBTI), vary exponentially with on-chip temperatures [6] [7]
[8] [9] [10]. The problem becomes far more severe when
considering the non-uniformity in the thermal profile across
the entire IC due to variations in the power density of the
components.

Meeting the power, and consequently the thermal budget, is
an essential criterion by which customers measure the success
of an FPGA-based design. The importance of thermal budgets
has become far more critical as the power density in FPGA
devices has almost doubled every three years [11] [12], and
is expected to continue to increase with technology scaling
according to the “a-power” law [13]. For instance, with regard
to commercial FPGAs, the maximum die temperature without
performance degradation is reported as 80°C, whereas the
absolute maximum temperature is 125°C [14]. Additionally,
an average-sized design mapped onto a Virtex-E FPGA with
90% device utilization may lead to die temperatures of 50°C
above the ambient temperature [14].

The importance of designing fault-tolerant systems is much
more crucial for FPGAs as compared to other platforms, as
upsets to an FPGA may alter not just user data but also the
implemented logic. As a result, a number of architectures and
design methodologies able to provide non-distributed device
operation have been proposed at different levels of abstraction
[15] [16], as they are summarized at Figure 1. Specifically,
in literature, there are two primary approaches for designing
fault tolerant systems. The first addresses the design of new
hardware elements, which are fault tolerant enabled [17] [18]
[19] [20], whereas the second approach implements the desired
fault masking at the software-level with the use of specialized
CAD tools [21] [22] [23] [24] [25].
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Fig. 2: Architectural template of target FPGA: (a) an instan-
tiation of a 3x3 array and (b) the CLB’s architecture.

Both approaches exhibit advantages and disadvantages. The
(re-)designed hardware blocks either replace existing compo-
nents of conventional FPGAs, or new fault tolerant architec-
tures may be designed to improve robustness. The drawback of
applying such a strategy is increased design complexity, while
the derived FPGA provides a static (defined at fabrication
time) fault tolerant mechanism. Typical instantiations of block
redesign involve the use of spare logic and routing resources
[19] [20], as well as the use of defense-grade [26] and space-
grade [27] FPGA devices. The software-based fault masking
technique combines the required dependability level with the
low-cost of commodity devices. For instance, by appropriately
handling the inherent re-programmability feature of FPGAs, it
is possible to overcome from hardware malfunctions. However,
software-based fault tolerant systems assume that the designer
is responsible for protecting the design. Since no hardware
modifications are necessary with software-based fault toler-
ance, it is widely accepted for research and product develop-
ment. Other algorithms that perform physical implementation
(P&R) under fault tolerant [23] [24] and/or reliability [28]
constraints have been proposed. In addition, a solution that
embeds testing operations and alternative configurations into
bitstream files is discussed in [29].

The only available commercial product for providing fault
masking is based on triplication of the application functionality
without imposing any architectural modifications [22]. The
approach, also known as Triple Modular Redundancy (TMR),
assumes three functional blocks that work in parallel, with
the output derived by comparing the partial outputs from
each block with a majority voter. Although TMR provides
the maximum fault coverage for the implemented logic in-
frastructure, the additional (replica) functionality introduces
significant performance, power, and area overheads, which
often violate the system specifications [30]. A number of
improvements have therefore been proposed. A partial TMR,
where redundancy is applied selectively only to portions of
the design is discussed in [31]. Similarly, an algorithm for
inserting alternative voters in designs with TMR is presented in
[32]. Finally, a methodology that supports application mapping
with the maximum affordable (in terms of delay and power
overheads) redundancy is found in [33].
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Fig. 3: Majority voter: (a) architecture and (b) truth table.

In this paper, we introduce a framework for exploring
different selections that mask faults in 3-D FPGAs both at ar-
chitectural, as well as the algorithmic levels. More thoroughly,
the contributions of this work are summarized as follows:

o A virtual platform for 3-D FPGAs was developed. The
introduced platform is parametric and easily customizable
in order to enable the exploration phase for alternative
architectural customizations.

o An open-source software toolset that performs application
implementation (i.e. partitioning, placement and routing)
onto the 3-D virtual platform was also developed. Such
a toolset enables the estimation of system characteristics
in an early stage of developed (before the actual imple-
mentation phase onto the target device is performed).

o The efficiency of alternative fault-tolerant instantiations
targeting to mask faults at logic and interconnection
resources are also analyzed and evaluated.

The rest of the paper is summarize as follows: Sections II
and III deal with the modeling of 3-D FPGA platform and
the analysis of the employed fault-tolerant schemes both for
logic and interconnection fabric, respectively. The proposed
software-supported framework for exploring and quantifying
alternative instantiations of the fault-tolerant schemes is pre-
sented in Section IV. The efficiency of the derived solution
is quantifying in Section V, while Section VI concludes the

paper.
II. MODELING 3-D FPGA

The employed reconfigurable architecture consists of an
array of slices, each of which includes a configurable logic
block (CLB) and the surrounding routing infrastructure. The
next level of hierarchy assumes that the CLBs are formed by
eight logic elements (LEs), while each LE in turn is composed
of a 4-input look-up table (LUT), a flip/flop, and a number of
multiplexers (at inputs and outputs). Communication among
LEs is provided through low-latency local interconnects which
enable LUT chain connections by transferring the output of
one LE’s LUT to the adjacent LE (in order to provide fast
sequential LUT connections). Around each CLB, there are 27
uniformly distributed, logically equivalent I/O pins (18 input,
8 output and 1 clock). An overview of the architecture, as well
as the organization of the CLBs is shown in Figure 2. Note
that apart from the selected FPGA, our proposed methodology
and the supporting CAD tools are also applicable to any
other commercial device without a dedicated fault tolerant
mechanism.

Apart from the logic infrastructure, the interconnection net-
work is also of high importance especially at FPGA devices.
Regarding the modeling of planar wires (inside each layer),
their electrical equivalent characteristics (RLC') are based on
public available models provided by ITRS [5]. On contrast, the
impact on power, area, and delay of interlayer connections in a
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Fig. 4: Alternative instantiations of TMR: (a) protect both logic and routing fabric, (b) protect only logic fabric and (c) protect

a subset of logic fabric.

3-D stacked IC dependents on (i) the number of device planes
traversed, (ii) the material properties of the interconnect and
TSVs, and (iii) the physical dimensions of the TSV.

The material properties and physical dimensions of the
TSV are of particular interest as the impedance of the TSV
is directly related to these two fabrication properties. The
power and delay penalties due to the TSV impedance must
therefore be considered for redundant paths in a 3-D system.
In addition, as the TSV consumes active silicon area, the
overhead due to the TSV diameter and corresponding keep-
out-zone surrounding the TSV [34], [35] must be considered
(particularly for larger diameter TSVs).

Accurate modeling of the TSV impedance is therefore
of significant importance when considering path redundancy.
Early closed-form expressions of the resistance, capacitance,
and inductance that account for the length, width, dielectric
thickness, and fill material of the TSV are provided in [36]-
[38]. Models for high frequency signal propagation through a
TSV have also been developed [39], [40].

Parameters, including the physical and electrical properties
of the TSV, used for the simulation of the proposed platform
are listed in Table I.

ITII. ALTERNATIVE FAULT-TOLERANT SCHEMES

Previous studies have highlighted that an optimal fault
coverage solution has to combine regions with different effi-
ciency in fault masking [33]. Therefore, three candidate TMR-
based techniques are introduced in this section, each of which
trade-off the efficiency in fault masking with the resulting
overhead in delay, power, and area. The architecture of the
employed majority voter is shown in Figure 3, as well as the
corresponding truth table. Note that the functionality of the
voter could be mapped onto a single 4-input LUT.

The first variant of TMR, depicted schematically in Figure
4(a), protects both the logic and routing infrastructure of
the architecture. For this purpose, all the active LEs and
routing paths are protected with redundancy. This scheme
assumes that only one of the eight (fabricated) LEs per CLB
is actually utilized for the implementation of the application;
the remaining seven LEs support the task of fault masking.
More specifically, the first four LEs (denoted as “Input Voter
#1 — #4”) vote on the replicated routing paths, whereas the

TABLE I: Architectural parameters for our experimentation.

Category Parameter Value
Technology CMOS 45 nm
shape square
layers homoegeneous
style island
LUT size K=4
number of layers 3
Architecture layer’s size best fitted to circuit size
routing channel width _
(X and Y directions) Wa =50
vertical channel width Wo =3
(TSVs per 3-D SB) V=
distribution uniformly per layer
shape square
die-bonding type face-to-back
TSV length 4-9 pum
diameter 1.2 pm
min. pitch 4 pm
resistance (R) 0.35 Q2
capacitance (C) 2.5 fF
Routing wires 1 L1, L2, L6
ength .
laver . and longlines
per fay RLC modeling PTM 45 nm

outputs are fed to the triple instantiation of the functionality
of the application (“Replica #1, #2 and #3”). The three partial
outputs from the replicated modules are then voted upon one
more time at the “Output Voter” to produce the final result
from the CLB. Note that in order to avoid data hazards, all
the replicated routing paths that are fed to the same voter have
to exhibit identical delay.

An alternative scheme that avoids data hazards altogether
is depicted in Figure 4(b). More specifically, this instantiation
of TMR masks upsets that occur only to the logic blocks,
as these resources contain a higher number of programmable
transistors and are therefore more susceptible to failures. Since
each triplicated function requires four LEs, two functions per
slice, denoted as “A” and “B”, are mapped onto a single CLB.
Although upsets are possible on the routing infrastructure, the
significantly lower mitigation cost (due to redundancy) makes
the approach suitable especially for non-mission critical (e.g.
consumer products) applications. Finally, the third variant of
the TMR analyzed in this paper is depicted in Figure 4(c),
where the last four LEs per CLB implement a triplicated
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instantiation of the functionality of the application, while
the remaining four LEs operate similar to a conventional
application mapping. Regarding the outputs of the CLB, there
are up to four signals for the unprotected LEs, as well as a
single output from the majority voter. This scheme is suitable
whenever only a subset of utilized logic resources have to be
protected with redundancy. Compared to the other two TMR-
based solutions, the third enables clustering of application
functionalities with different requirements for redundancy into
the same CLB.

IV. PROPOSED FRAMEWORK

Starting from a high-level application description format
such as VHDL or Verilog, our framework consists of three
consecutive phases, as depicted in Figure 5. The first phase,
described as “Physical Implementation”, accounts for the par-
titioning [41], floorplanning [42], placement [43] and routing
[44] of the application onto the targeted 3-D FPGA platform.
Publicly available CAD algorithms from the 3-D MEANDER
framework [45] are utilized during the first phase, with the
objective being one of timing optimization (minimize critical
path delay). Additional optimization objectives are also possi-
ble during phase 1, depending on the constrains of the given
application.

System analysis is performed during the second phase,
where the derived implementation of the application is ana-
lyzed in order to extract a number of reliability-aware per-
formance metrics. Among others, the power consumption per
logic block and the routing resources determined for the
targeted 3-D FPGA are reported, as well as the thermal stress
as derived from the Hotspot tool for the entire 3-D stack
[46]. Additionally, the designer-defined constraints related to
the desired level of fault masking are given as inputs for the
analysis.

Depending on the profiling results, the fault-tolerance
scheme that best matches the system requirements is instanti-
ated. Starting from a uniform protection of the entire design,
the level of fault masking is gradually reduced until an opti-
mized point is selected that matches the required performance
of the system. Since the alternative TMR schemes discussed
in Figure 4 exhibit variations in fault coverage and resource
efficiency, our framework selects the proper instantiation of
TMR per CLB based on Algorithm 1. The design annotation
does not impose any additional task execution of the physical
implementation. The information on the swapping between
alternative TMR instantiations is performed automatically with
our framework by appropriately modifying the proper config-
uration bits.

Fig. 6: Software implementation of the proposed framework.

The framework is realized as part of a toolbox that enables
exploration of alternative TMR instantiations onto targeted 3-
D FPGAs under various operating conditions. The Computer-
Aided Design (CAD) algorithms that are applied to the physi-
cal implementation phase of our framework are executed with
the use of the 3-D MEANDER Framework [45], whereas the
tasks of fault injection, selection of proper TMR scheme, as
well as monitoring the effectiveness of such a selection are
executed at OVP [47]. For this purpose, all the necessary
interfaces that support vice-versa communication between the
two software approaches were also developed and tested, as
depicted in Figure 6.

Algorithm 1 Proposed algorithm for relaxation of the fault
tolerance level.

Require: P < utilized slices

Require: M <« desired level of fault coverage

Require: S < delay and power specifications
1: Function Relax_TMR (P, M, S)

2: for (each slice € P) do

3: G(slice) « failure_probability(M);

4: end for

5: PF < sort_descending(P, G(P));

6: while (S NOT satisfied) do

7: if (P NOT belong to control path) then

8: for (G(P) € (min{PF}, max{PF})) do

9: for all (TMR scenarios) do

10: evaluate(fault masking);

11: evaluate(new power, new delay);
12: if (S satisfied) then

13: select(optimal TMR scenario);
14: break;

15: end if

16: end for

17: end for

18: end if

19: end while
20: end Function

V. EXPERIMENTAL RESULTS

A number of experimental results that prove the efficiency
of the proposed methodology are provided in this section.
For the purpose of evaluation, a number of industrial oriented
kernels [48] are considered, as summarized in Table II. The
target device is a general-purpose Altera Stratix-based FPGA
without any dedicated fault tolerant mechanism [12]. The
number of injected upsets for the analysis provided throughout
this paper was assumed to be up to 10% of the configuration
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Fig. 7: Evaluating the proposed framework in term of maxi-
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file size, while temporal distribution between consecutive
upsets follows the NBTI model [49].

TABLE II: Complexity of employed kernels.

Benchmark Functionality ‘ Nzil{?;SOf ‘
jpeg Image processing 6,529
fip_risc8 RISC cpu 1,629
aes_core Encryption algorithm 5,005
des_des3perf Encryption algorithm 18,888
huffman_video Video processing 689
oc_mem_ctr] Memory controller 4,340
oc_mips Processor controller 4,618
oc_wb_dma Control logic for dma 5,073
oc_correlator DSP 1,113
fm_receiver Audio processing 1,328

[ Average: [ 49212 ]

In order to quantify the benefits of the introduced frame-
work, the performance and power overheads are evaluated
when the application is implemented onto the same FPGA with
the flow discussed in Figure 5 (mentioned as “Proposed solu-
tion”). For demonstration purposes, two border cases are also
evaluated: (i) no protection of the application’s functionalities
(“without protection”) and (i7) when all the functionalities are
protected against upsets with TMR triplication (“uniform pro-
tection”). The results of our analysis regarding the maximum
operation frequency and power consumption are summarized
in Figures 7 and 8, respectively. Throughout the study we
assume that the desired level of fault masking was set to 90%
of the injected upsets. Even though it is possible to derive
an application implementation with even higher percentage of
fault masking, the selected instantiation is acceptable for the
majority part of consumer products.

Based on the results summarized in Figure 7, the uniform
insertion of redundancy leads to the maximum performance
degradation among the studied solutions. More specifically, on
average the uniform TMR solution leads to a 1.2-2.6x lower
operating frequency as compared to the “without protection”
case, whereas the corresponding penalty for the proposed
solution is a maximum of 1.38 x slower. In other words, the
proposed solution, where the level of TMR is customized
according to the inherent requirements of the application, as
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Fig. 8: Evaluating the proposed framework in term of total
power consumption.

determined during profiling, improves the operating frequency
by about 33% on average as compared to a uniform TMR.

The selection of fewer triplicated resources (either logic
and/or interconnect), apart from the performance enhancement
is also expected to introduce considerable power savings. The
total power dissipation for the implemented experimental setup
is summarized in Figure 8. Based on the results, inserting
redundancy uniformly over the architecture imposes consider-
able power overheads as compared to the initial application
implementation (without TMR). More specifically, the anal-
ysis indicates that the penalty in power consumption ranges
between 1.5-2.1x, whereas the corresponding power overhead
with a tuned level of TMR per CLB (as is proposed by the
introduced framework) is 1.11-1.37x greater. Therefore, the
proposed solution achieves an average power savings of about
26% as compared to a uniform redundancy scheme.

VI. CONCLUSION

A software-supported framework for providing fault mask-
ing for 3-D reconfigurable architectures was introduced.
Rather than similar approaches that protect the entire design,
our solution provides a trade-off between the desired fault
masking level and the resulting mitigation overheads due to the
replica hardware. Simulation results with various benchmarks
highlight the efficiency of the introduced solution, as an
average improvement in maximum operating frequency and
power consumption of 33% and 26%, respectively, is achieved
as compared to the existing state-of-the-art approach (uniform
redundancy). Additionally, the studied fault coverage (95%)
ensures that the derived implementations of the application
are applicable to a majority of digital applications mapped
onto reconfigurable fabric (such as consumer products).
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