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Abstract—The need for greater functionality on a single
integrated circuit (IC) has directly resulted in novel tech-
niques, methodologies, and processes that increase device
density. In addition to device density, the advent of 2.5-
D and 3-D integration has allowed for the development of
complex heterogeneous systems, where intellectual property
(IP) across multiple vendors and from different process nodes
and foundries are placed in close proximity. Although 2.5-
D and 3-D integration opens the door to enhanced circuit
functionality, the physical security of such systems, which
was already a challenge with 2-D integrated circuits, is of
greater concern. The potential for sourcing and integrating
adversarial IP including hardware Trojans, placing untrusted
ICs, leaking critical circuit functionality or user data through
side-channels, or even allowing for attack through the ex-
ploitation of side-channels must be considered. In this paper,
a thorough analysis of the security vulnerabilities of 2.5-
D and 3-D integrated circuits to Trojan insertion and side-
channel attack is provided, with the goal of highlighting the
importance of considering the security implications of such
systems during design.

I. INTRODUCTION

Technology scaling has been the impetus for the ad-
vancement of smaller, faster, and more efficient integrated
circuits with increased functionality. However, technology
scaling has been hindered by increasing physical, material,
power, thermal, and economic challenges, including from
limitations due to short channel effects, leakage currents, and
the management of variability [1]. To address the limitations
of technology scaling, the utilization of the vertical dimension
for the implementation of an integrated circuit provides
a suitable solution. Recent work by academic, commercial,
and government organizations implementing 2.5-D and 3-
D ICs have demonstrated systems with superior perfor-
mance, higher memory bandwidths, greater energy efficien-
cies, smaller form factors, and heterogeneously integrated
components [2], [3].

The utilization of 2.5-D and 3-D integration allows for
the vertical stacking of functional transistor layers that are
interconnected through microbumps or through-silicon-vias
(TSVs) as shown in Fig. 1. For 3-D integrated circuits, multiple
dies (homogeneous and/or heterogeneous) are stacked one
on top of the other while utilizing TSVs for high-bandwidth
signaling [4], [5]. Vertically stacking dies to form a 3-
D IC provides for increased device density and reduced
interconnect length, which correspondingly reduces power
consumption and delay [6]. For 2.5-D integrated circuits,
multiple dies are placed side-by-side on an interposer (typi-
cally made of silicon) that provides interconnects for inter-
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Fig. 1: Vertical cross-sections of a (a) stacked 3-D IC and (b) interposer-based 2.5-D IC.

die communication. The interposer also provides an interface
between the dies and the input and output (I/O) ports of
the package through TSVs that traverse the substrate. The
interposer, therefore, serves as a high-bandwidth and low
latency communication interface in addition to allowing for
the global distribution of power and clock signals [7].

Due to the globalization of the IC supply chain, there is
increased concern in hardware related vulnerabilities that
include IP piracy, counterfeiting, overproduction, reverse
engineering, and side channel attacks [8]. The concern over
vulnerabilities in the IC supply chain has resulted in novel
research in techniques and methodologies that secure the cir-
cuit during the design, fabrication, test, and in-field use of the
device. However, security-aware hardware design results in
considerable overhead in area and degrades the performance
of the circuit as additional security related components are
integrated within the die. With the recent advances in 2.5-
D and 3-D integration, there is an opportunity to improve
existing countermeasures through the addition of security
features without impacting the overall performance of the
stacked system [6]. Although 2.5-D and 3-D technologies
provide security advantages, such circuits also suffer from
unique vulnerabilities that differ from traditional 2-D ICs.
Understanding the security vulnerabilities unique to 2.5-D
and 3-D ICs is critical in the development of robust security
methodologies needed for such circuits, which is, therefore,
the focus of this paper.
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The paper is organized as follows. A brief discussion on
the unique security challenges in the design, testing, and
operation of a 2.5-D and 3-D integrated circuit is provided in
Section II. Existing work on hardware Trojans that target 2.5-
D and 3-D ICs is discussed in Section III. Vulnerabilities of the
2.5-D and 3-D ICs to thermal and power-based side-channel
attacks are described in Section IV. Concluding remarks are
provided in Section V.

II. SECURITY VULNERABILITIES

Although 2.5-D and 3-D technologies provide security
advantages, there are also unique vulnerabilities that must
be considered, where security techniques developed for 2-D
ICs are not directly applicable. The increased device density
and functionality has resulted in greater sophistication, time,
and cost needed for testing the ICs. Although each die and
corresponding TSVs are tested during the pre- and mid-bond
stages, testing of die-to-die vertical communication channels
is hindered by the limited access to test nodes. In addition,
the use of standard testing probes risks damaging the TSVs,
which is of concern as the reliability of the circuit is depen-
dant on TSVs that meet target electrical specifications [9].
The challenges in the functional testing of 2.5-D and 3-D ICs
limit the probability of detecting a malicious component(s)
in the stacked system.

Both 2.5-D and 3-D ICs suffer from greater variation in
process, voltage, and temperature (PVT) as compared to 2-
D ICs, where the temperature for a 4-tier 3-D IC is as
much as 40x higher than that of a single tier 2-D IC [10].
The large variations not only increase the cost of detecting
hardware Trojans using side-channel analysis during test but
also increase the corresponding risk of leaking information
through the power and thermal side channels. The large
number of switching devices, the increased thermal gradients,
and the greater PVT variations mask the activation and
trigger mechanisms of hardware Trojans and reduce the
probability of detection during testing. In addition, the large
leakage noise associated with 2.5-D and 3-D ICs effectively
masks the leakage of critical information through hardware
Trojans or side-channels. The unique vulnerabilities of 2.5-D
and 3-D technologies to hardware Trojans and side-channel
analysis are discussed in Sections III and IV, respectively.

III. HARDWARE TROJANS

Hardware Trojans are intentional and malicious modifi-
cations to the original IC that alter the functionality of
the circuit or leak critical information. Depending on the
activation mechanism, Trojans are classified as internally or
externally triggered [11]. Based on the trigger mechanism,
Trojans are further classified as i) always on, ii) combination
logic triggered, or iii) sequentially triggered. When the trig-
ger conditions are met, the Trojan is activated and executes
pre-set malicious operations that range from transmitting
critical information to degrading the circuit performance.

Significant prior research in the development of 2-D Trojan
models has facilitated greater understanding of 2-D Trojan

placement, trigger mechanisms, and execution, which re-
sulted in robust Trojan detection and prevention method-
ologies [11]. However, the lack of 2.5-D and 3-D Trojan
models has limited the development of Trojan detection
methodologies. In addition to the increased vulnerability of
2.5-D and 3-D technologies to Trojan insertion during the
design and fabrication phase, the stacking of multiple device
planes offers another dimension for the attackers to insert
hardware Trojans. Split manufacturing has been proposed
to mitigate reverse engineering and Trojan insertion in 3-
D ICs [6]; however, recent advances in electronic design
automation (EDA) tools have minimized the security advan-
tages provided by split manufacturing as an attacker is able
to exploit the structured results produced by placement and
routing algorithms to perform proximity attacks [12]. The
split manufacturing process, the stacking of multiple dies,
the TSVs, and the increased PVT variations of 2.5-D and 3-D
ICs have allowed for novel hardware Trojans with character-
istics (i.e. placement, trigger mechanisms, and payloads) that
differ from Trojans implemented in 2-D circuits. Therefore,
existing 2-D Trojan detection methodologies are not directly
applicable to 2.5-D and 3-D ICs.

The increase in device density and the number of tiers
stacked to form a 3-D IC, coupled with the cost in area and
complexity in designing heat removal capabilities, has re-
sulted in increased thermal challenges. Poor thermal manage-
ment, and the corresponding detrimental effects that include
accelerated aging and increased variations, has resulted in a
greater number of Trojans that exploit the thermal charac-
teristics of 2.5-D and 3-D ICs. Therefore, in this paper, 2.5-D
and 3-D Trojans are classified as either thermal-activated or
non-thermal activated.

A. Thermal-activated Trojans

The thermal-activated Trojans exploit the poor heat dissi-
pation of 3-D ICs as a trigger mechanism. The generation
and accumulation of heat in the IC alters the electrical
parameters of the transistors and the switching speeds of
the gates over a period of time, which results in an increase
in transitions to unspecified FSM states and glitches. The
2.5-D and 3-D Trojans exploit unspecified state transitions
and glitches as trigger mechanisms, which removes the need
for an explicit trigger circuit, and, therefore, reduces the
probability of detecting the Trojan during testing [11].

In 2.5-D and 3-D ICs, the trigger mechanisms and payload
components of the Trojans are potentially separated into
multiple tiers. In addition, the implementation of trigger
mechanisms that are split and located across multiple tiers
and that jointly activate a Trojan payload are possible. Based
on the trigger mechanisms and/or location of the Trojan
payload, the thermal-activated Trojans are further classified
as either TSV/interposer located Trojans or cross-tier located
Trojans.

1) TSV/Interposer located Trojans: TSV/Interposer located
Trojans exploit the TSV structure of a 3-D IC or the TSV
and interposer structure of a 2.5-D IC to trigger the execution
of malicious functionalities in the IC. The Trojans proposed



in [13], exploit both the thermal characteristics and the
TSV structure of 2.5-D and 3-D ICs for Trojan activation
that results in a denial-of-service (DoS) attack. The threat
model assumed for the Trojans described in [13] is that
of an untrusted interconnect facility or integration facility
and an untrusted single die fabrication facility, where the
attacker possesses the circuit information in the form of a
geometric data stream for information interchange (GDSII
file). The Trojan proposed in [13] consists of only a single
transistor switch between two TSVs. The Trojan is activated
through a thermal sensor, where for specific temperatures,
the transistor switch turns on and creates a short circuit
between the two TSVs that results in a denial-of-service. A
Trojan based on an aging accelerator is also proposed in [13].
Resistive based heat generation units are used to accelerate
the aging of the circuit, which results in aging induced metal
disconnect in the TSVs or interconnects and threshold voltage
shifting in the transistors, leading to poor reliability over
time.

2) Cross-tier located Trojans: The Trojans that have trigger
mechanisms and/or payloads spread across multiple dies of
a 2.5-D and 3-D IC are classified as cross-tier Trojans. The
cross-tier Trojans are not detected during the functional test
of each individual tier as the trigger mechanism requires the
connection of the Trojan components found across multiple
device planes.

The Trojans proposed in [14], [15] assume an untrusted
foundry, where the attacker has access to the GDSII files.
The Trojan exploits the negative bias temperature insta-
bility (NBTI) aggravated by the thermal characteristics of
the 3-D ICs. NBTI degrades the electrical parameters of
the transistor including the switching time, drain current,
and threshold voltage. The temporary timing glitches caused
by NBTI are exploited for Trojan activation in a 3-D IC
without the need for additional trigger circuitry. The Trojan
circuit consists of the undesired states of the finite state
machine (FSM) of a 3-D IC in one of the device planes and
the momentary glitch caused by NBTI, which activates the
Trojan and transitions the circuit into an undesired state.
The undesired state either causes a denial of service or leaks
critical information from the circuit. The traditional fault-
tolerant based testing applied to 2-D ICs does not accurately
predict or model the temperature gradients in the different
tiers of a 3-D IC, which results in a decrease in the probability
of activating and detecting the Trojan during test. In addition,
the presence of Trojans in the middle tiers of a 3-D stack not
only aggravates the effect of NBTI due to the poor thermal
properties of a 3-D IC but also increases the difficulty of
detecting the Trojans [15].

B. Non-Thermal Activated Trojans

Trojans that do not exploit the thermal properties of
2.5-D and 3-D ICs are classified as non-thermal activated
Trojans. Similar to the thermal activated Trojans discussed in
[I-A, non-thermal activated Trojans are classified as either
TSV/interposer located Trojans or cross-tier located Trojans.

1) TSV/Interposer located Trojans: Both inter-die signals
and power delivery networks are routed between multiple

dies or the interposer through TSVs. A 2.5-D and 3-D
integration facility that manufactures the TSVs possesses
the necessary skills and tools needed to introduce hardware
Trojans into the TSV structure that potentially results in
side-channel leakage and/or poor signal integrity and circuit
reliability. The limited testing capability post bonding further
reduces the probability of detecting the TSV based Trojans
during functional test. Based on the TSVs used for routing
power and signals, the Trojans are further classified into
either power-TSV based Trojans or signal-TSV based Trojans,
respectively [16].

The power-TSV based Trojans proposed in [16] exploit the
electrical properties of the TSVs to weaken the reliability of
the victim IC. The proposed Trojan is placed in the TSVs
of a Via-First bonding process that is completed during
fabrication of the front-end of the line (FEOL). The Via-First
TSVs provide power and ground connections between the top
and bottom tiers of a stacked IC. An untrusted interconnect
facility is assumed, where the attacker has access to the
GDsSII files. A typical TSV is modeled using a series resistor
and inductor along with a parallel capacitor, whose values
depend on the length, thickness, and material composition
of the TSVs [21]. The proposed power-TSV based Trojans
modify the per-unit length resistance of the TSVs, which
affects both the peak power and the gate delay by either
changing the chemical composition or altering the physical
dimensions of the TSVs [16]. The analysis of the effect of the
proposed Trojan on an inverter in the bottom tier of a two-
tiered stack resulted in a 15% reduction in the peak power
and an 11% increase in the inverter delay, which is significant
enough to cause timing errors in the IC [16]. In addition, the
reduction in the effective resistance of the TSVs results in
a corresponding increase in the current density, which leads
to electromigration and accelerated device aging. Accelerated
device aging affects the reliability and signal integrity of
the circuit, which act as trigger mechanisms for the type
of Trojans proposed in [14] and [15].

Similar to the power-TSV based Trojans, the signal-TSV
based Trojans exploit the electrical properties of the TSVs
to detrimentally affect the reliability of the victim IC [16].
The signal-TSVs are routed through both the silicon substrate
and the on-die metalization layers, which exposes a critical
and large design space to Trojan insertion. The proposed
signal-TSV based Trojans assumes an untrusted interconnect
facility, where the attacker has access to the GDSII files. The
Trojan modifies both the effective resistance and capacitance
of the TSVs, which affects the interconnect delay between a
given input signal and the corresponding output node. The
activation of a signal-based TSV Trojan located between two
inverters placed on separate tiers resulted in an approxi-
mately 90 ps increase in the delay for a 100 fF change in the
effective capacitance of the TSV. The peak power of the load
inverter also increased by 2x with the increase in the effective
capacitance of the TSV. The significant increase in the delay
resulted in timing errors [16]. In addition, by increasing
the effective inductance of the TSV, either by changing the
chemical composition or by altering the dimensions of the



TABLE I: Summary of hardware Trojans targeting 2.5-D and 3-D ICs.

Trojan Trojan Trojan Information
Type Location Paper Threat Model Trigger Characteristics Consequences
- Untrusted TSV
I TS/ [13] fabrication faglhty Thermal sensors Short between TSVs - DoS
nterposer - Untrusted die
Thermal . .
fabrication facility
- Untrusted die Timing glitches . - DoS
Cross-tier [14] fabrication facility due to NBTI Enter undesired FSM states - Information leakage
[15] - Untrusted die N ific tri - Trojan in middle tier - DoS
fabrication facility 0 spectlic triggers - Hard to detect and probe - Information leakage
[16] - Untrusted TSV Alters the effective : ég;clgef;‘g;i E(S)\ster - Timing violations
TSV/ fabrication facility resistance of TSVs and delay of gates - Reduced reliability
Interposer . - Untrusted TSV Alters the effective - Affects power ISvs -
This paper - s . - Increases electromigration - Reduced reliability
fabrication facility resistance of TSVs . .
Non- - Accelerated device aging
on Alters the effective .
Thermal - Untrusted TSV . - Affects signal TSVs - N
[16] e 1 resistance and . - Timing violations
fabrication facility . - Alters interconnect delay
capacitance of TSVs
Thi - Untrusted TSV Alters the effective - Affects signal TSVs - Inf tion leak
15 PAPET | fbrication facility inductance of TSVs - Increases EM radiation ntormation feakage
- Untrusted die Uses TSVs to access TrOJap sn(')ops/alter.s the - DoS
[17] L 1 . . functionality of IP in .
fabrication facility different tier . - Information leakage
another tier
(18] - Untrusted assembly Placement of - Extract information via TSVs | - DoS
Cross-tier facility additional Trojan tier | - Controller disturbs operation | - Information leakage
[19] - Untrusted die N ific tri Target voids in the IC for - DoS
fabrication facility O spectlic triggers Trojan placement - Information leakage
[20] - Untrusted die Heat generator in Thermistor alters the delay - Timing violations
fabrication facility top tier of critical path g
. Facilitates easy probing
[20] . Ur}tru.sted dl?. No specific trigger and/or measurement - Information leakage
fabrication facility . .
of side-channel signals
. NoC instructions from
[20] . Ur}tru.sted dlf.:. . NoCp i.ic.k ets from malicious IP affects victim IP - IC malfunction
fabrication facilities malicious IP Lo ;
in different tier
- Untrusted die Placement of IP and S\fvltches in Trojan .
[20] L Tirs o L tier monitor exchanges - Information leakage
fabrication facilities additional Trojan tier of packets

TSV, an increase in the electro-magnetic (EM) radiation of the
IC was observed. The increase in the EM radiation results in
greater likelihood of side-channel attacks, where the critical
signals of a circuit are routed through signal-based TSV
Trojans to emit EM radiation.

2) Cross-tier located Trojans: In cross-tier located Trojans,
either the Trojan payload(s) or the trigger mechanism(s) are
spread across multiple-dies. The work in [17] proposes a
cross-tier Trojan, where the Trojan payload located in one
tier leaks encryption data from another tier. An untrusted
single die fabrication facility is assumed, where the attacker
has access to the GDSII files [17]. By implementing the prox-
imity attack, the attacker determines the critical information
on the interconnects and on different tiers, which allows for
the better design and placement of Trojans [12]. Split manu-
facturing was considered a viable option to thwart hardware
security attacks including the insertion of Trojans; however, a
sub-optimized partitioning of the device planes compromises
the security of the entire 2.5-D and 3-D IC. The hardware
Trojan in one tier has the potential to access information
or circuit functionality in another tier even when the target
tier is secured, which leads to leakage of critical information
or denial-of-service. The signal-TSVs are routed through the
silicon substrate and the metalization layers of the encrypted
die, where a Trojan present in another die utilizes the TSVs to

snoop on critical information including the encryption keys
or alter the functionality of the encrypted die.

The work described in [18] proposes the placement of an
additional dedicated device plane in the 3-D IC stack for
Trojan insertion without the knowledge of the IC owner.
The work in [18] assumes an untrusted assembly facility,
where the attacker has GDSII information and the locations
of the TSVs. The proposed Trojan die is placed between
two critical dies, while also containing memory elements to
extract and store critical information determined from signals
propagating on the TSVs. In addition, the extra die also
contains hidden controllers to either interrupt the normal
functionality of the IC or to cause a denial-of-service. The
increased PVT variations due to the stacking of multiple
dies in a 3-D IC reduces the probability of detecting the
extra device plane, as the additional delay induced by the
adversarial tier is challenging to differentiate.

The regions of the die that include decoupling capacitors or
empty regions that account for thermal, signal integrity, and
design rule requirements are targeted for Trojan insertion
n [19]. An untrusted fabrication facility is assumed, where
the attacker has access to the GDSII files of the target die.
The inserted Trojans degrade the overall circuit performance,
create a backdoor for remote control of the IC, or add addi-
tional hidden functionalities to increase the leakage of critical



information. In addition, similar to [18], neighboring die
fabricated in trusted foundries that include security features
are also targeted by the proposed Trojan.

In [20], four different Trojans are proposed that target 2.5-
D and 3-D ICs based on the position of the Trojan payloads
and the trigger mechanisms that activate the Trojans. The
four Trojans include 1) a cross-tier trigger, 2) a cross-tier
payload, 3) a multi-tier collaborative trigger, and 4) a payload
that permits information leakage from a passive layer. An
untrusted foundry is assumed, where the attacker possesses
the GDSII files. For the cross-tier Trojan trigger, the trigger
mechanism is placed in one tier, while the Trojan payload
is located on another tier. A Trojan that consists of a heat
generator and a thermistor-based payload circuit is proposed
in [20]. When the Trojan trigger conditions are met, the
thermistor-based Trojan is activated, which modifies the
delay of the critical paths and leads to timing violations.

A cross-tier Trojan payload is placed in the top device
plane of a 3-D IC, which facilitates easy probing and measure-
ment of side-channel signals. In [20], the secret crypto-key
of the AES encryption algorithm implemented in the middle
tier of a 3-D IC is leaked through the analysis of the thermal
and EM side-channels.

The multi-tier collaborative trigger proposed in [20] con-
sists of a cross-tier Trojan that is activated by trigger circuits
found on multiple tiers. A Trojan placed in the 3-D network-
on-chip of a 3-D IC is proposed, where a collaborative Trojan
is placed in the IP cores and the switching circuit. The
malicious IP in one tier sends NoC instructions to a victim
core in a different tier through a malicious switch, resulting
in errors in the victim core. The proposed Trojan evades
detection during testing as the trigger mechanism is only
observable during the arrival time of the trigger packets on
the NoC.

The leaked information through the passive layer proposed
in [20] is similar to the dedicated Trojan tier described in
[18]. The Trojan tier consists of a malicious IP core and
switches that monitor the exchange of packets traversing
through the middle tier. The packets of interest are stored
in the memory elements of the Trojan tier for further
analysis. A snooping attack is masked within the normal data
transmission between device planes. Therefore, the detection
of the attack through side channel analysis is a challenge.

Existing hardware Trojans that target 2.5-D and 3-D ICs
are summarized in Table I. The Trojans are classified based on
type (payload and trigger) and placement. A brief summary
of the Trojan trigger mechanisms, characteristics unique to
2.5-D and 3-D ICs, and the resulting effects on the circuit
from execution of the Trojan payload are also described.

IV. SIDE-CHANNEL ATTACK

Side-channel attacks (SCA) exploit the intrinsic physical
signals produced by an IC through normal execution. Side-
channels include the power consumption, delay, thermal pro-
file, and emanating EM radiation, all of which are utilized to
retrieve the critical functionality and operating information
of an IC. In recent years, SCA has been shown to effectively

determine the secret key of cryptographic circuits or reduce
the key-space during a satisfiability or brute-force attack [27].
While a large body of research on both the modeling of side-
channels and the subsequent developed countermeasures is
available for 2-D ICs, similar research for 2.5-D and 3-D
ICs is still in an early stage. In addition, the side-channel
characteristics of 2.5-D and 3-D ICs differ from that of
2-D ICs. Therefore, the models and the countermeasures
developed for 2-D ICs are not directly applicable to 2.5-D
and 3-D ICs.

Although the research on the side-channels of 2.5-D and
3-D ICs is limited, there is some early work that describe the
vulnerabilities of 2.5-D and 3-D ICs to side-channel attacks.
Specifically, the large thermal gradients and the inclusion of
Trojans are the two primary sources of side-channel signals
in 2.5-D and 3-D ICs, which result in thermal and power-
based side-channel attacks, respectively.

A. Thermal Side Channel Attacks

The thermal side channel (TSC) attack exploits the infra-
red (IR) radiation emanating from the IC to determine the
functionality of the circuit or decrypt secret information. The
TSC attack performed on an Intel Xeon processor, as de-
scribed in [22], has shown that the execution of an instruction
on one core is vulnerable to detection by an adjacent core
of a 2-D IC. Extending the same concept to a 2.5-D and 3-D
IC, the execution of a cryptographic core in one tier can be
captured by a Trojan placed in another tier, where the Trojan
enhances the leakage of information by facilitating probing
or by amplifying side-channel signals. The TSC attack is
successful due to easy access to the functional circuit, the
availability of a wide range of thermal Trojans, and the
direct correlation of the power side-channel to temperature
signals when temperature-to-power interpolation techniques
are utilized [23].

The TSC attack proposed in [23], assumes that an attacker
has direct physical access to the IC, which allows for the
execution of non-invasive attacks. The attacker is also as-
sumed to possess a system level understanding of the IC
from the available datasheets. Based on the assumed threat
model, two types of TSC attacks are proposed: 1) thermal
characterization of the IC and 2) localization and monitoring
of modules.

For thermal characterization of an IC, an attacker applies
a broad and varied range of input patterns in a step-by-step
approach to trigger different activity patterns in the circuit.
By monitoring the TSC signals, the attacker builds a model
of the thermal behavior of the IC. In addition, the Pearson
coeflicient [28] of both the power and the thermal profile are
developed to accurately predict the password for the security
module of the 3-D IC [23].

For the TSC attack that localizes and monitors modules,
a given module is targeted by applying specific inputs that
activate only select regions of the IC. The specific inputs
are determined iteratively by varying the applied inputs and
measuring the thermal profile, which is then used to create
an input-to-activity mapping file. Once the attacked modules



TABLE II: Summary of side-channel analysis attacks on 2.5-D and 3-D ICs.

SCA Paper Threat Model Attack
Type P Source Information Procedure
(22] - Untrusted foundry - gDSH Exec_ution of‘the cryptographic core capt}lred by a Trojan
Thermal-based - Oracle IC in different tier that leaks' side-channel mgnals' .
SCA - Datasheet - Model of thermal behavior of the IC determined by mapping
[23] - Untrusted end user - GDSII input-thermal signatures
- Oracle IC - PCC to accurately predict the correct key
- Datasheet - Utilize thermal profile to determine inputs for sub-block activation
[23] - Untrusted end user - GDSII - Encryption modules are localized using specific inputs
- Oracle IC - PCC to determine the encryption key
- Temporal/spatial traces of executing instructions in different
- Untrusted foundry - Datasheet functional units
[24] - Untrusted assembly facility | - GDSII - Statistical pattern matching from input-output response and
- Untrusted end user - Oracle IC temporal traces to model IC thermal profile
- Secret information estimated using generated model
- Power consumption of the Sbox for different scenarios of
switching and idle tiers are analyzed
- Untrusted foundry - PCC between Sbox power consumption of 3-D IC and Sbox power
Power-based [25] - Untrusted end user - Oracle IC consumption of 2-D IC is calculated
SCA - Inputs that localize only the security tier are determined
- Correct key is estimated using power traces and statistical
pattern matching
- Logic cone extraction
- Untrusted foundry - GDSII - CPA attacks are perft{rmed on each logic cone
[26] - Untrusted end user - Oracle IC - Real power consumption of all the logic cones is extracted
- PCC between the estimated power and real power to determine
the correct key for each logic cone

are localized with a certain confidence, secret information is
determined by using the Pearson coefficient [28] of the power
consumption and thermal profile. Most notably, encryption
modules are first localized and then monitored using the
signals from the TSC for different input patterns, with the
result being an estimate of the value of the encryption keys.

General purpose processors are attacked using the TSC in
[24]. Temporal and spatial traces of executing instructions
utilizing different functional units produce variations in the
thermal profile of the circuit, which are exploited by the
attack. The thermal profile produced by specific instructions
running on the processor is extracted in one of three ways:
1) built-in thermal sensors in the form of Trojans (non-
invasive), 2) external thermal sensors placed by depackaging
and attachment of the sensors to various locations on the
IC (semi-invasive), and 3) infrared thermal imaging, where
the attacker depackages the IC and employs thermal imaging
to analyze the thermal profile and spatial distribution of
temperature gradients across the IC (semi-invasive). Utiliz-
ing the input-output response of the circuit and the TSC
traces, accurate models of the IC are constructed by applying
statistical pattern matching techniques. Using the generated
models, the secret information of the circuit (encryption
key) is estimated. Due to the smaller number of active
circuit blocks when executing an instruction on a general
purpose processor, the correlation of the encryption key to
the thermal traces is direct [24].

B. Power-based Side Channel Attack

A power-based SCA exploits the variation in the power
consumption of the IC for different execution phases of an ap-
plication. There are three primary categories of power-based
SCA: 1) simple power analysis (SPA), 2) differential power
analysis (DPA), and 3) correlation power analysis (CPA).

The CPA is the most advanced form of power SCA that
leverages the correlation between the cryptographic key and
the switching activity of the crypto-hardware under attack
[29]. CPA significantly reduces the execution time of brute-
force attacks used to extract the cryptographic key. In [25],
the CPA attack is used to determine the correct key applied
to an Sbox. Although the number of CPA traces required to
determine the correct key applied to an Sbox in a 3-D IC is
1.67x greater than that of a 2-D IC implementation, CPA
significantly reduces the key-space to search. In addition,
the utilization of a hardware Trojan, as discussed in Section
I, greatly increases the signal-to-noise ratio (SNR) of the
side-channel signals and further improves the efficacy of the
CPA attack. In [25], the power consumption of the Sbox for
different scenarios of switching and idle tiers is analyzed.
The Pearson correlation coefficients (PCC) between the power
consumption for different inputs applied to an Sbox in a 3-D
IC and the power consumption for different inputs applied to
an Sbox in a 2-D IC are calculated. The scenario that results
in the activation of only one tier produces the highest PCC
score, which indicates that the 3-D IC produces a similar
side-channel response to a 2-D IC for the given applied
input pattern. Therefore, by employing the localization and
monitoring of modules proposed in [23], the complexity of a
power-based SCA attack on a 3-D IC is reduced to that of a
power-based SCA attack on a 2-D IC.

In [26], logic-locked monolithic 3-D (M3D) ICs are targeted
with a CPA attack. Since the M3D ICs are fabricated using
a single foundry unlike TSV-based 3-D ICs, logic locking
techniques are employed to increase the security of the
circuit [30]. The proposed CPA attack on the logic locked
circuits includes four primary steps: 1) logic cone extraction,
where all the logic cones of the locked netlist are extracted
based on the primary outputs, 2) divide-and-conquer-based



power estimation, where CPA attacks are executed on each
logic cone based on an ascending order of cone size, 3) power
trace collection, where the physical power consumption of
all logic cones is extracted for the same input patterns,
and 4) correlation analysis, where the PCC between the
estimated power consumption determined in step 2 and the
real power consumption determined in step 3 is computed
to resolve the correct key of each logic cone. The execution
of the proposed CPA attack on the c432 benchmark circuit
obfuscated with transistor-level camouflaged logic locking
[30] resulted in a 100% key retrieval rate with 4000 power
traces. The analysis indicates that M3D ICs protected with
logic locking techniques are vulnerable to CPA attacks.

The current side-channel attacks that target 2.5-D and 3-
D ICs are summarized in Table II. The SCA attacks are
categorized into thermal-based and power-based. A brief
summary of the SCA attack methodologies is also provided.

V. CONCLUSIONS

Advances in 2.5-D and 3-D ICs has allowed for the in-
tegration of a greater number of functions with improved
efficiency. Although 2.5-D and 3-D technologies provide
security advantages, vulnerabilities unique to such circuits
exist including Trojan insertion and side-channel attacks.
Hardware Trojans implemented in 2.5-D and 3-D ICs are clas-
sified as either thermal-activated or non-thermal activated.
For both, the TSVs and cross-tier structures are targeted,
which is often hard to detect during functional testing. In
addition, 2.5-D and 3-D ICs are susceptible to thermal and
power-based side channel attacks. A detailed analysis of the
different vulnerabilities of 2.5-D and 3-D ICs is provided in
this paper, with the goal of enhancing the understanding of
various Trojan and side-channel leakage models unique to
2.5-D and 3-D ICs.
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