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Abstract—A method to increase the resiliency of in-cone logic
locking against the SAT attack is described in this paper. Current
logic locking techniques provide protection through the addition
of circuitry outside of the original logic cone. While the additional
circuitry provides provable security against the SAT attack, other
attacks, such as the removal attack, limit the efficacy of such
techniques. Traditional in-cone logic locking is not prone to
removal attacks, but is less secure against the SAT attack. The
focus of this paper is, therefore, the analysis of in-cone logic
locking to increase the security against the SAT attack, which
provides a comparison between in-cone techniques and newly
developed methodologies. A novel algorithm is developed that
utilizes maximum fanout free cones (MFFC). The application of
the algorithm limits the fanout of incorrect key information. The
MFFC based algorithm resulted in an average increase of 61.8%
in the minimum number of iterations required to complete the
SAT attack across 1,000 different variable orderings of the circuit
netlist while restricted to a 5% overhead in area.

Index Terms—Ilogic locking, SAT attack, key gate selection,
hardware security

I. INTRODUCTION

Integrated circuits (ICs) form the root of trust in the comput-
ing stack as the software layer relies on the hardware layer to
provide a consistent protocol. The trust of the hardware layer
is often inherently assumed, creating increased security risks
as the manufacturing of ICs transitions towards a horizontal
model, where manufacturing, testing, and intellectual property
(IP) are procured from third-parties. IP theft, counterfeiting
and overproduction of ICs, and the insertion of harmful circuit
modifications (hardware Trojans) are all possible threats of
untrusted third-parties in the supply chain. Threat models asso-
ciated with untrusted third-parties have already been observed,
as a backdoor [1] and a variety of counterfeit ICs [2], [3] have
been discovered within military ICs.

Obfuscation, which aims to limit the amount of topological
and logical information recoverable from an IC, has been
a major research focus to mitigate the threats of untrusted
third-parties. Split manufacturing [4], IC camouflaging [5]-
[7], and logic encryption/locking [8] are three of the prominent
obfuscation methodologies currently in research. Both split
manufacturing and IC camouflaging rely on a trusted foundry,
whereas the utilization of an active key in logic locking
provides increased protection against a larger threat space.

The security provided by logic locking to defend against
IP theft, IC counterfeiting, IC overproduction, and hardware
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Trojan insertion has been undermined by the satisfiability
(SAT) attack [9]. To protect against the SAT attack, a variety
of techniques were developed that insert additional logic to
artificially control the output corruption provided by logic
locking gates, such as the topologies and structures described
in [10]-[14]. While the novel structures allow for a provable
methodology to increase the number of iterations of the SAT
attack, vulnerabilities to removal attacks and modified SAT
attacks such as AppSAT [15] and Double DIP [16] threaten
the level of security provided by the developed techniques. The
work in [12] characterizes the trade-off in the level of provided
security between SAT attack resiliency and removal attack
resiliency for implemented defensive measures, demonstrating
a mutually exclusive relationship amongst the two.

The focus of this paper, therefore, is to enhance the re-
siliency of traditional in-cone logic locking against the SAT
attack, as in-cone locking does not include additional circuitry
to control the output corruption of the IC. A novel algorithm
utilizing maximum fanout free cones is developed to limit the
fanout of incorrect key information, which reduces both the
topological and logical information leaked to an adversary ex-
ecuting the SAT attack for each input-output pattern generated.

The paper is organized as follows. An introduction to the
SAT attack is provided in Section II. An analysis of the
effect that logical reconvergence within a netlist has on the
SAT attack is provided in Section III. A novel logic locking
gate selection algorithm based on maximum fanout free cones
is described in Section IV. Results from execution of the
developed selection algorithm are provided in Section V. Some
concluding remarks are provided in Section VI

II. SAT ATTACK OVERVIEW

The SAT attack introduced in [9] decrypted a majority of
the ISCAS’85 benchmark circuits within 10 hours, based on
the assumption that an attacker has access to an activated
IC operating in test mode. The activated IC allows for the
determination of correct input-output pairs. The efficiency of
the attack is then determined by the number of correct input-
output pairs required by the SAT attack to correctly retrieve
the key from the circuit.

A reverse engineered netlist is used by the adversary, where
all logical information regarding the circuit is known except
for the key values applied to implement the logic locking. A
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Fig. 1: Miter circuit with replicated A and B versions of the reverse engineered
representation of the secured circuit. Corresponding outputs between the A and B versions

of the circuit are XORed. Each XORed signal is then passed to an OR gate to check for
any differentiating output.

miter circuit is generated by duplicating the reverse engineered
netlist, creating two copies of the circuit that are referred to
as A and B in Fig. 1. Every output of the duplicated circuits A
and B are XORed together, which results in a logic / when a
difference between the two outputs is observed. The outputs of
all XORs are then applied to an OR gate, generating a signal
that evaluates to logic / only when a difference between the
two circuits is observed.

As the only varying signals between the A and B copies of
the circuit are the key nets, whenever a condition that generates
a logic / at the output of the miter circuit is observed, at
least one key value is pruned from the key-space. The inputs
to the miter circuit that result in such a condition are called
distinguishing input patterns (DIPs).

Once a DIP is generated, the DIP is applied to an activated
IC to determine the correct output. The resulting DIP and
correct output are included as additional constraints to the SAT
solver. The process is repeated until no further DIPs are found,
resulting in the determination of a working key that satisfies
the current SAT constraints.

III. EFFECT OF LOGICAL RECONVERGENCE ON
SAT ATTACK RESILIENCY

The reconvergence of paths for each logic level of a circuit
is evaluated to characterize the effect on the ability of the
SAT attack to efficiently execute. Controlling the level of
reconvergence is completed probabilistically by limiting the
number of available nodes that connect to the next level of
logic. As logic level [ requires 2*n inputs for n 2-input gates,
limiting the number of gates connected to the input of logic
level [ to less than 2% n results in the reconvergence of logical
paths in the netlist.

The results of probabilistically controlling the logical recon-
vergence are shown in Fig. 2, where the reconvergence ratio
is swept from 0.0 to 0.4. The reconvergence ratio represents a
reduction in the number of inputs feeding logic level [, with the
maximum number of inputs being 2*n. A reconvergence ratio
of 0.4 implies a total of 2xnx(1—0.4) inputs for logic level I.
The generated circuits include a maximum of 16 inputs, with
homogeneous gate types throughout the netlist. Each circuit
topology is then secured, and 1,000 different random logic
locking implementations are generated assuming a maximum
overhead in area of 25%. The secured netlist is subjected to
100 different random variable orderings to characterize the
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Fig. 2: Analysis of the effect of reconvergence on the number of SAT iterations required
to decrypt the key for a homogeneous tree structure consisting of gates of the same type.
The largest minimum number of iterations across the 1,000 benchmarks for each gate
type and reconvergence ratio is listed above each data point.

level of security against the SAT attack [17]. The average
number and the largest minimum number (provided above
each data point in Fig. 2) of SAT iterations across the 1,000
analyzed benchmark circuits is shown for each gate type and
reconvergence ratio in Fig. 2.

The minimum number of iterations decreases as the re-
convergence ratio increases for all gate types. The results
indicate an increasing challenge to reduce the amount of key
information leaked by each DIP as the ratio increases. The
high level of logical fanout associated with the reconvergent
paths allows for the incorrect functionality of the circuit due
to an erroneous key bit to spread across a larger percentage
of the IC. An increased level of incorrect information seen at
the output of an IC, therefore, provides an adversary executing
the SAT attack with greater detail of the functionality of the
IC.

The type of logic gate used in the netlist also effects the
level of security provided against the SAT attack. As shown in
Fig. 2, a slower degradation in the number of iterations is seen
for the NAND and NOR gates. The negation of the NAND and
NOR logic prevents a controlling input from propagating to
the output of the IC, which implies a masking of the incorrect
logical functionality of the circuit as the level of reconvergence
increases.

IV. MFFC SELECTION OVERVIEW

Logical reconvergence impacts the effectiveness of the SAT
attack by, depending on the reconvergence ratio and type of
gate, leaking different levels of incorrect key information.
Logical fanouts and reconvergence are, therefore, important
circuit parameters when considering where to insert key gates
as certain locations provide increased leakage of topological
and logical characteristics for the SAT attack to exploit.

Therefore, to increase the difficulty of executing the SAT
attack for in-cone logic locking, the amount and location of
leaked information that the SAT attack uses to generate DIPs
must be controlled. To ensure that the fanout of logical nets
does not create unintended leakage channels for the SAT attack
to utilize, the concept of maximum fanout free cones (MFFCs)
is developed. An MFFC is a cone of logic where any net



Fig. 3: Example circuit depicting the MFFC of net G23. Gates contained within the
MFFC converge at G23. Dashed edges represent possible locations for XOR/XNOR
locking that remain within the MFFC of G23.

within the MFFC converges to a single output node [18]. As an
example, consider the ISCAS85 benchmark c17 circuit shown
in Fig. 3, where the MFFC of net G23 are the gates contained
within the dashed box. Since G16 includes a fanout gate (G22)
that does not converge to G23, it is not considered a part of
the given MFFC.

In addition to the use of an MFFC to quantify leakage
channels in combinational logic, edges that converge to a
common net in the MFFC (G23 in Fig. 3) are candidates for
XOR/XNOR locking as all logical information leaked passes
through the common node. The edges from G16 — G23 and
G11 — G119 shown in Fig. 3 are, therefore, potential locations
to insert a locking gate in addition to the fully enclosed edges
of G7 — G19 and G19 — G23.

To determine the MFFC, a single node is randomly selected
and Algorithm 1 is executed for a given list of node inputs.
The logic cone of the node under investigation is traversed in
topological order, which permits the evaluation of candidate
nodes for inclusion into the MFFC by ensuring any output
of the candidate node is also contained within the MFFC.
The algorithm is applied recursively to input nodes that fit
the MFFC criteria, termed next_lvl_gates in Algorithm 1.
Edges that fanout to a node contained within the MFFC are
also added to the MFFC of the given node, but the originating
node of the edge is not added to next_lvl_gates since all of
the node outputs are not contained within the MFFC.

Once the MFFC of each node is calculated, the MFFCs are
sorted by a weighted sum of controllability to determine which
MFFC is best suited for the insertion of key locked gates.
The controllability is heuristically determined by estimating
the probability of each node being a logic / and a logic
0 and then calculating the absolute difference between the
determined probabilities. The controllability values for the
nodes in an MFFC are then averaged together and multiplied
by the number of nodes in the MFFC, or the number of
key gates to insert if the number of locking gates is fully
accommodated by the given MFFC.

After the weighted MFFCs are determined, Algorithm 2 is
executed to iteratively insert XOR/XNOR gates. The algorithm
greedily chooses nets to insert an XOR/XNOR gate based
on the order of the weighted MFFCs. The MFFC with the
highest score is then iterated through in reverse order, as nets
closer to the inputs of the IC are added last to the MFFC. The
edges and nodes within the MFFC are examined for marks,

Algorithm 1: Determination of MFFC

Input: Logic level gates level_gates
next_lvl_gates = [|;
for gate in level_gates do

fanout_free = True;

tmp_edges = [|;

foreach gate_output in gate_outputs do

if gate_output in mf fc_nodes then
/* Add gate — gate_output to

tmp_edges */
end
else
fanout_free = False;
end
end
if fanout_free then
/* Add node to MFFC */
/* Add gate_inputs of gate to
next_lvl_gates x/
end

end
if next_lvl_gates not empty then
/+ Recursively call function with
next_1vl nodes */
end

which represent a previous selection of the edge and/or a
penalty applied based on the structure of the netlist. Structural
penalties include nets that result in the generation of multiple
correct keys, such as back to back key gates or multiple key
gates in a buffer chain. The process is repeated until the
number of desired key gates are inserted into the netlist.

Algorithm 2: Insertion of Logic Locking Gates

Input: Number of Gates to Insert num_gates,

Node MFFCs mf fcs

while keys_inserted < num_gates do
enc_node = get_zxor_enc_node(mf fcs);
num_keys_inserted = insert_zor(enc_node);
keys_inserted + = num_keys_inserted;

end

/* Determination of XOR Node %/

/* Weighted MFFC selected and reversed
so nodes close to inputs are
selected */

for elem in reversed_mf fc do
/+ Check elem has not been consumed

and is not marked */
if elem in netlist_gates and not_marked then

/+ Select Node for locking */
end

end
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Fig. 4: Number of SAT attack iterations required for in-cone logic locking gate selection methodologies when allowing for a 5% overhead in area. Evaluations are completed for

1,000 random variable orders of each circuit topology.

V. RESULTS OF MFFC BASED GATE SELECTION

The gate selection algorithm is applied to the ISCAS’85
benchmark circuits and to the combinational circuits from
the Microelectronics Center of North Carolina (MCNC), as
described in [9]. Characterization is performed for overheads
in area of 5%, 10%, 25%, and 50%. A comparison of MFFC
with iolts14 [19] , dacl12 [20] , rnd [8], toc13xor [21] , and
toc13mux [21] logic locking gate selection methodologies
is performed. The number of inserted key gates across the
different logic locking strategies remains constant as the area
overhead is calculated based on the total number of gates in
the original netlist, as was done in [9].

The analysis evaluating in-cone logic locking is performed
on 1,000 random variable orderings of the netlist as the run-
time of the SAT attack is impacted by the topological order of
the netlist [17]. All gate selection algorithms are executed on a
Xeon E52687W CPU running at 3 GHz with 95 GB of RAM.
The SAT attack execution time is limited to a maximum of 24
hours (86,400 seconds).

The number of SAT iterations for each gate selection
methodology when allowing for a 5% overhead in area is
provided in Fig. 4. The results indicate that the developed
MFFC based selection technique significantly increases the
minimum number of iterations required to complete the SAT
attack for most of the evaluated benchmark circuits. The
one exception was the c880 benchmark, where the minimum
number of iterations is essentially equal to the dacl2 [20]
methodology. The ability to meet or exceed the minimum
number of iterations required to complete the SAT attack
is an important measure of the security of in-cone logic
locking techniques as a single point represented in Fig. 4
is not indicative of the difficulty an adversary faces when

performing the SAT attack on an IC. Overall, the MFFC gate
selection strategy increases the minimum number of iterations
to complete the SAT attack by 61.8% and increases, on
average, the mean number of iterations by 80.1% across all
benchmark circuits.

VI. CONCLUSIONS

An algorithm utilizing maximum fanout free cones is uti-
lized in this paper to increase the resiliency of in-cone logic
locking against the SAT attack. Controlling the information
leaked through logical fanouts by determining the maximum
fanout free cone for each node results in an average increase
in the minimum number of iterations to complete the SAT
attack by 61.8% and an increase in the average number of
iterations by 80.1% when allowing for an overhead in area
of 5%. The increase in the level of security provided for
by the MFFC selection algorithm for in-cone logic locking
methodologies provides a comparison to techniques that add
additional circuitry to control the output corruption of the
circuit. Novel security measures must be evaluated against
the dominant attack vector of which the measure is most
susceptible to, which is not limited to the SAT attack. The
developed MFFC algorithm increases the resiliency of in-cone
logic locking, which is most susceptible to the SAT attack, and
provides a means to compare amongst security methodologies.
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