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ABSTRACT

With the recent introduction of techniques to restrict scan chain
access, a new class of deobfuscation problems emerge, in which the
threat model, although similar to deobfuscation of a logic locked
circuit, forms a novel class of attack. In this paper, the concept of
a logic restricted circuit is generalized and defined. Next, a novel
type of SAT-based attack is proposed for the new class of deobfus-
cation problems, described as a 2-stage SAT-attack. A SAT-attack
resilience measure is developed to quantify the security strength of
alogic restricted circuit against a SAT-based attack. Finally, the pro-
posed SAT-resilience framework is applied to compare and evaluate
effectiveness of example logic restriction schemes.
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1 INTRODUCTION

In the past few decades, in order to counter hardware security
threats and to operate with untrusted partners along the global
supply chain, various types of hardware design-for-trust techniques
have been developed including logic locking and IC camouflaging.
The two aforementioned families of logic obfuscation techniques
were applied first on combinational circuits [1-6], and later, on
sequential circuits [7-9]. Among various vulnerabilities including
structural/removal attacks [10, 11], bypass attacks [12], and approx-
imate attacks [13, 14], oracle-guided exact-attacks based on Boolean
satisfiability formulation (SAT-based attacks) [15, 16] remain as a
primary and efficient threat to obfuscated combinational circuits.
For sequential circuits, the SAT-based attacks require different
levels of computational resources depending on whether scan chain
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Figure 1: Scan chain access protection using (a) obfuscation
(Encrypt Flip-Flop [19]), and (b) access restriction [20, 21].

access is available to the attacker. If scan shift operation is available,
the internal states (values of scan flip-flops) are fully controllable
and observable, which is as intended for design-for-test purposes.
However, given full access to the internal states, the deobfuscation
of a locked sequential circuit is reduced to a standard SAT-attack
[15, 16] on an obfuscated combinational circuit [17].

Without scan chain access, an obfuscated sequential circuit has
to be unrolled into multiple time frames as an iterative logic array,
after which the regular SAT-attack is applied on the resulting un-
rolled circuit of combinational logic [18]. SAT-based [18] or model
checker-based [17] attacks on sequential circuits require greater
computational resources due to the size of the logic array that
increases iteratively as the sequential circuit is unrolled into addi-
tional time frames.

Consequently, recent work [19-22] has focused on securing ac-
cess to the scan chain. For example, an encrypted flip-flop [19] is
proposed to obfuscate the output of the scan chain by secretly in-
verting the signal along the scan shift operation as shown in Fig. 1(a).
The attacker must know the secret key that sets the location(s) of
the signal flip(s) along the chain of flip-flops to correctly interpret
the shifted-output sequence. Since the technique does not disable
or interfere with the control of the scan enable signal, an attack like
ScanSAT [23] is developed that reduces the FF-encrypted sequen-
tial circuit into an equivalent key-gate augmented combinational
circuit, where the typical SAT-attack [16] is then applied.

As a result, techniques that restrict access of the scan chain
have been recently proposed [20, 21]. Instead of obfuscating the
output of the scan chain, the techniques aim to disable the scan
shift operation. The scan enable signal is stuck at 0 unless the rare
correct key is provided as input, where the security mechanism
is similar to a password checking for access authorization. The
primary components of the technique include the augmentation of
an external test-key vector Kiest to the primary inputs and the use
of a comparator (CMP) to produce a rare onset signal as a means of
authentication. A functionally equivalent circuit of that proposed
in [20, 21] is shown in Fig. 1(b).

The development of techniques that restrict access to the scan
chain [20, 21] motivates the following questions: (a) Are access
restricted circuits the same as logic obfuscated circuits? (b) Are
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Figure 2: An original circuit f, and a locked circuit f with the
resulting column elimination table U, which demonstrates
deobfuscation of f by applying the SAT-attack.

there any other techniques beyond the use of comparator-based
topologies that restrict access to the scan chain? (c) What is a
consistently accurate way to measure the resilience of an access
restricted circuit against a SAT-attack?

The primary goal of this paper is to define and generalize output
functionality restriction as a class of hardware security techniques,
with application beyond protecting scan chain access, as described
in Section 3. A set of attack scenarios and the resulting deobfus-
cation processes are compared. A novel deobfuscation method is
developed that results from analysis of the deobfuscation of access
restricted circuits with external key inputs. The new deobfuscation
technique requires the execution of the SAT-attack in two stages,
which is defined as a “2-stage SAT-attack”. The proposed attack
and the corresponding framework to measure SAT resilience are
described in Section 4.

To further demonstrate methodologies that restrict access to an
output, implementations beyond comparator-based locking circuits
[20, 21] are investigated in Section 5. Two techniques, one based on
out-of-cone SARLock [3] and the other on in-cone XOR/XNOR key-
gate insertion [1], are described. The benefits and drawbacks of each
restriction methodology are characterized to identify underutilized
design considerations that improve the security of the circuit.

In addition, the computational complexity of the 2-stage SAT-
attack is proposed as a framework for measuring the resilience
of an access restricted circuit against typical SAT-attacks [15, 16].
In this paper, a probabilistic model of the path through the search
space taken when executing a SAT-attack [24] is used to analytically
evaluate the expected computational complexity, which provides
consistent and quantifiable results. Only the basic SAT-attack [16]
on combinational circuits is considered. However, the framework
to analyze the security of combinational logic is extendable to
sequential circuits and to other SAT-based attacks by replacing
the theoretical resilience measure used in each step of the 2-stage
SAT-attack with the resilience measure of the SAT-based attack of
choice.

2 PRELIMINARIES: SAT-ATTACK
RESILIENCE OF AN OBFUSCATED CIRCUIT

In this section, basic principles of logic obfuscation, the “SAT-attack”
[16], and the measure of SAT-attack deobfuscation effort are de-
scribed. In this paper, resilience against the SAT-attack is measured
analytically as described in [24]. The analytical resilience measure
allows for consistent results as compared to the experimentally
sampled results that are implementation-specific [24, 25]. In addi-
tion, small circuits are chosen as subjects of study rather than larger
circuits to allow for the visualization of the entire search space.
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2.1 Logic obfuscated circuits

A logic locked circuit f(X, K) hides the correct output functional-
ity fo()_(> ) among various other functionalities, where the output
functionality is configured by the value of the key signals K. An
example pair of circuits f, and f are represented as truth-tables in
Fig. 2. Only when a correct key pattern K*is applied, does the logic
locked circuit f match the output of the original unobfuscated cir-
cuit such that Y = f(;( K) Iz g =Jo (;() The correct key vector is
secret to the IP owner and is loaded on to an on-chip tamper-proof-
memory (TPM) [26]. The uncorrupted output truth-table U()?, K )
summarizes the correctness of the output pattern (1:v/or 0:X) [24].

A second logic obfuscation technique available is IC camouflag-
ing, where camouflaged gates make the functionality of the replaced
gate appear ambiguous when image-based reverse engineering
of the circuit is performed. When considering the deobfuscation
process, an IC camouflaged circuit and a logic locked circuit are
equivalent, as any camouflaged gate can be modeled as a key gate
[27].

2.2 SAT-attack and SAT-attack search space

Before releasing the logic locked IC to the market, the IP owner
loads the correct key to the tamper-proof memory, which activates
the locked circuit. The activated live IC now functionally behaves
as the intended original circuit and is referred to as the oracle. The
oracle is also denoted as f,. For an IC camouflaged circuit, activation
is not needed since the fabricated IC already functions correctly.
Given a pair of an oracle f, and the corresponding logic locked
version f, a query to the oracle for a specific input pattern yields
an input-output pair ()_() , fo()_() )) observation that eliminates a set
of incorrect key candidates. In Fig. 2, a “row set” R; denotes the
set of key patterns or the candidate columns eliminated by the
use of an input-output pair corresponding to the input pattern at
row i. A collection of sufficient input-output pairs then eliminates
all incorrect key candidates and leaves only the correct keys. The
deobfuscation process is equivalent to a minimum set cover problem
[24, 28]. However, there are many possible sufficient choices of row
sets and not all rows are needed.

One efficient process to iteratively select the next input pattern
row or distinguishing input pattern (DIP) that is guaranteed to re-
move at least one new incorrect candidate column not yet removed
before, is the SAT-attack [15, 16] due to the use of a Boolean Satis-
fiability (SAT) solver. The truth-table U captures all possible search
paths and is referred to as the U-search space [24]. The search
problem of deobfuscating a given pair of f, and f is the same as
solving the resulting Uy search space, where the optional subscript
“f” denotes the circuit pair.

2.3 Computational complexity as
SAT-resilience measure

From [4, 24], the deobfuscation effort is approximated as a runtime
given by A X f, where t is the average run time per SAT-attack
iteration for each DIP used and A is the number of DIPs used until
a correct key is found. As a proxy, the resilience of an obfuscated
circuit against a SAT-attack is expressed as A, the scaling factor [24].
While # depends on the netlist topology of the obfuscated circuit
f, A depends on the pattern of (v//X) in U, which is independent of
the obfuscated circuit topology [24].
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Figure 3: A DIP-sequence tree for a SAT-attack applied to the
locked circuit shown in Fig. 2. Assuming an equally likely
branching probability, the probability of each branching on
the DIP sequence (row 1,2,3) is shown in red, and the proba-
bility of the SAT-attack choosing any given DIP sequence is
shown in blue directly below the lowest node of each path.

For a given U search space, there are numerous search paths that
represent all possible choices of DIP sequences used by the SAT-
attack that result in a correct key pattern. The DIP sequence tree
for the circuit in Fig. 2 is shown in Fig. 3. Depending on the search
space, the search path length, which is the same as the number of
DIPs used, possibly varies.

2.4 Probabilistic model for resilience measure

To account for the variation in the search path length, an equally
likely branching probability is assumed and a probabilistic model is
applied in [24]. Consequently, the number of DIPs used, A, becomes
a random variable denoted as D, which allows for characterization
of A as a probability mass function (PMF). The PMF of D is derived
from summing the probabilities of the SAT-attack selecting a search
path with the same length. For the DIP-sequence tree shown in
Fig. 3 P(D = 1) = § x1=1,P(D =2 = 5 x3 =1 and
P(D =3) = i X 12 = % In this paper, the mean E[D] (expected
resilience), the variance Var(D), the min D,,;, and the max Dy,
are utilized for comparison of the resilience of different obfuscated
circuits.

3 DEFINING LOGIC RESTRICTION

The difference between logic obfuscation and logic restriction is
subtle. In this section, logic obfuscation and logic restriction are
defined, and the deobfuscation problems that result from an attack
on a circuit protected with either of the techniques are described.

3.1 Prior work and proposed classification

To clearly distinguish between the various types of logic-based
hardware defense techniques, a classification based on the output
functionality of the circuit (i.e. the usability of the output by the end
user) is proposed. The output function is either correct, undeter-
mined, or incorrect. In the undetermined case, the IC includes some
keys that are not yet configured, whereas in the other cases, the
IC is fully configured. The three classes are described as (1) logic
obfuscation, (2) functionality restriction via logic locking with un-
configured key (logic restriction), and (3) functionality restriction
via encryption.

3.1.1 Logic obfuscation encompasses techniques that obfuscate
the output functionality of a circuit via logic locking and/or IC
camouflaging. By intention, the output of interest behaves cor-
rectly for any end user. In other words, the output functionality
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matches the original circuit output for all input patterns, where
7= R Blpp. = rX).

3.1.2  Functionality restriction via logic locking with unconfigured
keys (logic restriction) are techniques that apply logic locking but
include a subset of key bits left unassigned that are to be loaded/in-
putted by the authorized end user. The output of the subcircuit of
interest is not activated. Like logic locking, the user must apply
a correct key in order for the circuit to function correctly, where
Y= f()? I?ext) = fo(;() only ifI?ext = I?:xt. Therefore, the use of
the circuit is restricted as the outputs are corrupted for a subset
of input patterns when an incorrect key is applied. Unlike logic
obfuscation techniques, by intention, the output behaves correctly
only for selected (authorized) users and incorrectly otherwise. In
this paper, the class of techniques based on functionality restriction
through logic locking with unconfigured keys are simply referred
to as “logic restriction”. The correct configuring values of the unas-
signed external key I?ext are stored on a one-time-programmable
tamper-proof memory or a more typical rewrite-able memory such
as a shift register. The comparator-based scan chain restriction
techniques described in [20, 21] are considered as logic restriction
techniques. In Fig. 1(b), the output from the scan chain, SO, is
considered logic restricted.

3.1.3  Functionality restriction via encryption are techniques that
produces output signals that are not readily usable, where Y =
f ()? ) # fo()? ). The output signals must be further decrypted, trans-
formed, or corrected before the expected output results. If logic lock-
ing is implemented, the output is already configured. The loaded
key value and the camouflaged gate configuration are considered
the secret key of the encryption scheme. For example, techniques
that obfuscate the scan chain, such as encrypyt FF [19] shown in
Fig. 1(a), are considered as functionality restriction via encryption
methods. The output from the scan chain, SO, is shifted-out through
the encrypted FFs, with some values inverted along the chain, while
the expected SO is the uninverted scan FF values. The authorized
user is aware of where the signals are flipped along the chain (the
secret) and restores the scan FF values from the “encrypted” SO
sequence.

3.2 SAT-attack scenarios and resulting
deobfuscation processes

In this subsection, scenarios that consider the attacker and the
corresponding defense technique are analyzed to demonstrate the
subtle differences in the resulting deobfuscation processes. For
SAT-attacks on logic obfuscated combinational circuits [15, 16], the
threat model consists of two required components: (1) the extracted
obfuscated netlist f (;( K ), and (2) the active oracle IC fo()_(> ). The
extracted netlist is acquired through either reverse engineering
using imaging based techniques or is leaked from an untrusted
partner in the manufacturing and supply chain. For camouflaged
circuits, the oracle is simply the fabricated IC. For logic locked
circuits, however, the oracle is the activated IC with one of the
possibly multiple correct key patterns loaded. In both cases, the
oracle is bought from the commercial market.

Consider an attacker Ay, ¢ (modify-at-fab), an untrusted partner
fabricating the IC that wants to steal the IP and modify the obfus-
cated fabrication mask or the gate level netlist by removing the
tamper proof memory and the key gates (and/or camouflaged gates)
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Figure 4: SAT-attack scenarios for attackers deobfuscating
logic obfuscated circuits (a)-(b) and logic restricted circuits

(09)-(d).

with typical standard cells. For example, for the scenario shown
in Fig. 4(a), the objective of attacker Ay, is to solve for a correct
key pattern and replace the key gates or camouflaged gates with
corresponding inverters (INV) or buffers (BUF). For the example,
there are two correct key sequences, with the attacker having the
option to choose either key.

Next consider another attacker, A¢y, an unauthorized end user
that wants access to restricted outputs that require the correct
external key, as shown in Figs. 4(c) and 4(d). In the scenario shown in
Fig. 4(c), the deobfuscation process follows the standard SAT-attack.
The threat model requires the activated (de-restricted) live IC acting
as the oracle and an extracted restricted netlist. Again, any of the
two correct key patterns are valid inputs. However, for the scenario
shown in Fig. 4(d), kZP M and k5™ are fixed values that are picked

by the defender (IC designer). The TPM has a correct value kZP M
pre-loaded before release to the market, whereas the configuration
of the secret, k%" for a camouflaged IC is fixed upon fabrication.
Following a regular SAT-attack, the attacker deduces that there are
again two correct key patterns. However, unlike scenario 4(c), in
4(d) there is only one eventual correct pattern that depends on the
value of kZP M chosen by the defender. The regular SAT-attack is
not enough to conclude a correct external key as the pre-defined
key value that the attacker cannot change and choose is not yet
resolved.

Similarly, in scenario 4(b), another attacker Ayop (unlock-over
produced-IC) who wants to unlock a not-yet-activated overpro-
duced logic locked IC bought from the black market, faces the
same challenge due to the camouflaged gates. Despite the circuits
in scenario 4(a) and 4(b) being the same, the resulting deobfusca-
tion processes are different as the controllability of key signals is
dissimilar depending on the objectives of each attacker.

From the described attack scenarios, the following are observed:
(i) The deobfuscation process of a logic restricted circuit is not neces-
sarily different from the deobfuscation process of a logic obfuscated
circuit, where regular SAT-based attacks are applicable. (ii) Imple-
menting both IC camouflaged gates and key-based logic locking
increases the complexity of the deobfuscation process when unlock-
ing an overproduced IC. Similarly, the use of external keys along
with camouflaged gates and/or internal preset key bits (loaded in
TPM) increase the complexity of the deobfuscation process. In both
cases, the presence of unchangeable pre-loaded keys or the use
of camouflaged gates increases complexity as the attacker cannot
control or modify the key bits or gate configurations.
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3.3 Two types of deobfuscation scenarios

Given the same obfuscated and/or restricted circuit, the attack sce-
nario depends on who the attacker is and the purpose of the attack.
Ultimately, the important factor is whether or not the attacker is
able to control all of the key bits. Let K, denote controllable key
bits and I?u denote uncontrollable key bits. For an end user attacker,
Aey, that is deobfuscating a logic restricted circuit, the pre-loaded
key bits stored in TPM and the configuration of the camouflaged
gates are both considered part of the uncontrollable key vector K,
whereas the external key bits are considered part of the controllable
key vector Ke. Consequently, two possible deobfuscation processes

arise that depend on whether or not I_()u is present in the extracted
netlist. The two cases are described in Sections 3.3.1 and 3.3.2.

3.3.1 Deobfuscate f(;(, I?C): Given (fp ()?)f()?, I?c)), find K, such
that VX  f ()_5 I?c) = fo()? ). All keys are controllable, which allows
for the execution of standard SAT-based attacks. Two assumptions
are made for the considered threat model: (1) the activated live
IC (oracle) is available, where f ()?, I?c) | Ref: = fo()z ), and (2) the
obfuscated/restricted netlist f(X, K,) is extracted through reverse
engineering or theft.

332 Deobfuscatef()?, K., I?u): Given (ﬁ,(}?) f()? Ko Ky),
F(X,Ke, K| %, ) find K, such that VX, £(X,Ke, Ky,)| Rty =
fo()? ). A mix of controllable and uncontrollable key bits requires
a novel deobfuscation procedure of the circuit, which is more
computationally costly to solve. Three assumptions are consid-
ered for the given threat model: (1) the activated live IC (ora-
cle) is available, where f(X, KC’K“”I?C:I?S,I?“:I?; = fo(X), (2) the
obfuscated/restricted netlist f(X, K, K,) is extracted through re-
verse engineering or theft, and (3) the unactivated live IC given by
f()? I%C, I?u) |I?u=1};; is available.

4 SAT-ATTACK RESILIENCE MEASURE OF A
LOGIC RESTRICTED CIRCUIT

The deobfuscation problem described in Section 3.3.2 requires a

novel attack methodology, which is described as a 2-stage SAT-

attack. The computational complexity of the 2-stage SAT-attack is

proposed as a resilience measure of a logic restricted circuit.

4.1 2-stage SAT-attack algorithm

After applying a standard SAT-attack, an additional step is needed
to solve for the uncontrollable key vector I%; as a selection between
multiple correct keys must be made, which is shown by the sce-
narios represented in Fig. 4(b) and 4(d). To resolve K, a second
SAT-attack is launched, but with the oracle being the unactivated
live IC. Let f ()?, I?ulzc) denote the same extracted obfuscated/re-
stricted netlist but with the two key vectors concatenated together
as a single vector. To conform to the standard SAT-attack struc-
ture, the extracted netlist “f ()_5 K )” is provided as input with two
sets of arguments that include the primary inputs (PI) and the key
vectors. Let h(ﬁci , I%u) be the same extracted netlist but with the
grouping of K, as part of the argument of PIs, which leaves only
Ky as an argument of keys. The second stage attack is then the
SAT-attack deobfuscation of h(I?c)?, I?u) with the oracle being the
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Figure 5: Overview of 2-stage SAT-attack.
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Figure 6: Two deobfuscation subproblems of 2-stage SAT-
attack: solve Uy and solve Uj,.

unactivated live IC itself, h(I?C)_() , I?u) | R,=k: = ho (IZ’C)_{> ). Therefore,
the execution of the SAT-attack in two st;ges is identified as two
deobfuscation subproblems that consist of (1) solving the Uy search
space for a given (f5, f) and (2) solving the Uy, for a given (hy, h).
The application of the SAT-attack in two stages is shown on the left
path of the overview diagram depicted in Fig. 5. To demonstrate
the derivation of the associated search spaces U and Uy, an ex-
ample of a simple secured digital circuit is shown in Fig. 6. Since
ho (I%C)?) = h(f(})?, I?u)| Rk the truth-table of the unactivated

live IC (the oracle) h, varies depending on the value of I%;j chosen
by the defender. Consequently, the (v//X) pattern of Uj, depends on

the chosen secret I?,’; Note that although there are possibly multiple
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correct I?;j exactly one pattern is realized for a given live IC under
the given attack model.

Alternatively, another approach is to solve Uy, for I%{: first, then
solve Uy for I%;I%;‘ before resolving 12: , as shown on the right
path of Fig. 5. The order of execution between Ug-first and Up-
first potentially affects the total number of DIPs needed to resolve
K¢ once key constraints determined from the first SAT-attack are
applied to the second stage, as described in Section 4.3. Note that the
final goal is to find a correct controllable key I?: , and that resolving
the correct uncontrollable key I%; is not needed.

4.2 Possible early conclusion with unique or
weak multiple correct key patterns
After solving for Uy by executing the first SAT-attack, in some

cases, I%: is already resolved without the need for the execution
of the second SAT-attack on Uy. Consider, for example, circuits 2
through 4 shown in Fig. 7, where there are two correct key patterns.
The three circuits are identical except for the selection of which key
bits are stored in the TPM and which key bits are externally applied.
For circuit 2 shown in Fig. 7, the two correct key patterns (I?;, I%: )
are (00,01) and (00, 10). Although, there are multiple correct key
patterns, the attack is conclusive as I?,’j is unique (00). Therefore,
the attacker simply chooses either K, = 01 or 10 to activate/de-
restrict the output. Similarly, for circuit 4, although there are two
different K7, the only unique K is 00. The attack again concludes
with the execution of a single stage of the standard SAT-attack. For
circuit 1, there is only one correct key, I%Zf is determined and the
attack concludes by just solving Uy.

However, for circuit 3, both vectors K and K* include multiple
correct key sequences, which forces the attacker to choose IZ’;“
depending on the secret value of the uncontrollable key I?{; A
single execution of the SAT-attack to solve for the Uy search space
alone is not sufficient and requires an additional execution of the
SAT-attack to determine the Uy, search space as well.

As a quick example, suppose a circuit has a set of correct keys
of S(I?;,I?j) = {(100,00), (100,01), (100, 10), (111, 10)}. By strate-
gically choosing K, = 10, the end user attacker is guaranteed to
activate the restricted output, regardless of whether the defender
sets K, to 100 or 111. Therefore, after executing the first stage of
the SAT-attack to solve for Uf, a check to confirm rather the termi-
nation condition is met provides benefit as execution of the second
stage of the SAT-attack to solve for U, may no longer be needed.

4.3 Transferring constraint on key-space from
first stage of SAT-attack

After solving for Uy, the constraint on the joint key KXK* is deter-
mined. Constraints on the correct key must be utilized to reduce
the search effort when executing the second stage of the SAT-attack
when solving for Uj,. One approach is to remove the other columns
from the Uy space and keep only the columns with Ky pattern that
are in the set of correct uncontrollable key patterns S o found from

execution of the first round of SAT-attack on Uy. With respect to
the Uy, search space, graphical representation of the eliminated
columns are shown in black shade in Fig. 8. To distinguish from
the original Uy, search space, let U, denote the search space with
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Figure 7: Original circuit and four example logic restricted circuits that demonstrate the effect of multiple correct key patterns
and the controllability of the key signals with multiple correct values.
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Figure 8: Corresponding deobfuscation subproblems resulting from 2-stage execution of the SAT-attack on each of the four

example circuits shown in Fig. 7.

the appended constraint. The active search space is the set of table
entries that are not shaded in black. The smaller search space U}:
requires at most the same number of DIPs to solve as that of Uy,.
The second approach to reduce the search effort is to utilize both
key constraints on both rows and columns of the Uy, space, where
the row constraint is to keep only the row blocks with K. pattern
in the set SI?*' The additional use of the constraint on the rows

does not alwcays improve the E[D] in some search spaces as the
removed subspace contains rows that eliminate incorrect columns
more efficiently.

The third approach is to apply the joint constraint IZ';;I?: . The
approach potentially requires fewer DIPs, but requires modification
of the terminating condition of the SAT-attack. The new condition
is to check for early conclusion after every determined DIP, which
implies a check for the existence of a subspace (block of rows) for
a correct K pattern where no additional DIPs are found. The ap-
proach does not directly follow the standard SAT-attack search path,
and requires modifications to the analytical resilience measurement.
In this paper, only the column-constraint is utilized.

For the Uh-then-U]’c approach, the key constraint for U7, is less

complex to apply, where the column subspace (block of columns)
is kept if the column pattern includes K, within S_,, which is
determined from solving Uy, through execution of the first SAT-
attack. After substituting I%J the number of clauses and variables
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inputted to the SAT formula expression are reduced, which results
in an improved runtime.
To demonstrate the Uh—then—U]'c approach, the resulting Uf: and

U’. spaces of circuits 1 through 4 shown in Fig. 7, are provided in

Fig. 8. For the four circuits shown, when the early termination of
the deobfuscation methodology is considered after solving for Uy,
aU; of E[D] = 0 results, which implies no DIPs are required and
the second SAT-attack is not needed. Although, for the example
circuits provided, the transfer of the column-only constraint to the
U}: space is captured and results in early termination of the SAT-
attack, that is not always the case. Some search spaces, such as the
one represented by S(I?:;,I?;) = {(00,00), (01,00), (01,01), (10,01)},
require a continuous check of the early termination condition after
each DIP.

4.4 SAT-resilience measure of a logic restricted
circuit

If the runtime is sampled experimentally, the measure of SAT-
resilience is given as the total runtime to execute the SAT-attack,
which consists of the runtime of the two stages of the SAT-attack
and the runtime for simplification, constraint transfer, and condi-
tion checking for early-termination of the attack. The runtime of
the 2-stage SAT-attack is approximated as the sum of the runtime
of each stage of the SAT-attack, which equals (17 X #7) + (A X p),



Session 5A: New Trends in Hardware Security: Provisioning
for Testing, Attack Resilience, and Lightweight Cryptography

;1 stuck-at-fault-like X1X2x3 k3ky Same circuit as (b)
Original circuit 2 V1 but with new
jccl *3 007 select X, block
2 o1 |*s1
E ﬂ — Y1 kska|xgx
X3 10 3M4|Xs1Xs2
I kli) u 00 | x1x3
ko]
X1 2 01 |Xx1x2
00
*2 _— 01 |Xs2 10 | xpx
X3 N k3| |kq k3| —— CMP %g 2743
TPM k4 flip-exception mask select)?s 11| X%

(a) (b)

GLSVLSI '21, June 22-25, 2021, Virtual Event, USA

() (d)

Flgure 9: Logic restricted circuits that apply (a) a comparator- -stuck- at- 0/1-based scheme, (b) a SARLock-based scheme with
Xs = x1x3 constant, (c) a SARLock-based scheme with Xs depending on Ku, and (d) an in-cone redundant key coupling scheme.

where the subscript denotes the corresponding search space. In
this paper, the analytically measured total resilience is reported as
two sets of scaling factors given by (Af, Ap) and (Ap, A¢) for the
Uy-then-Uy, and Up-then-Uy approaches, respectively. Specifically,
each Ais reported as the expected resilience E[D]. The average run-
time is not reported since in this paper the number of iterations is
evaluated analytically when assuming equal branching probabilities
[24], without experimentally sampling SAT-attack runtimes.

5 COMPARATIVE CASE STUDY OF LOGIC
RESTRICTION SCHEMES

To demonstrate the effectiveness of the proposed 2-stage SAT-attack
in evaluating the SAT-resilience of a logic restricted circuit, two
logic restriction techniques are compared as case studies. The two
techniques implemented are comparator-based and SARLock-based,
as shown in Fig. 9. The third scheme, in-cone-based using redundant
key-coupling is also shown in Fig. 9 to account for other possible
security techniques; however, the technique is not further discussed
in the paper as an analysis similar to the other schemes applies. All
three schemes utilize properties that include (1) the existence of
multiple correct key patterns, (2) a maximum number of correct K,
patterns, and (3) a one-to-one relationship between K¢ and K;;. The
three properties were first observed in the search spaces of circuits
restricted by the comparator-based technique such as in papers that
explored restriction of the scan chain [20, 21]. The benefit is that
each fabricated restricted IC has a unique individual key value szj
loaded to the TPM, where the corresponding IZ’: has to be chosen
correctly to activate (’de- restrict’) the circuit.

As both S~ = {o, 1}|K ul and S~ = {0, 1}%¢l hold true, no
columns of UI; are eliminated when transferrmg constraints after
solving for Uy in the first stage SAT-attack, as shown in Fig. 10.
Depending on the (v///X) pattern in the search space, the Uy, first
approach tends to require at most an equal number of DIPs as
compared to the Uf first approach, and is, therefore, more effective.

Note that for all examples, the correct I?,’; set by the defender is 10.

5.1 Comparator-based restriction scheme

Following the comparator-based stuck-at-0/1 scheme used in [20,
21], the same mechanism is applied to a combinational circuit.
Intuitively, the comparator-based scheme requires the attacker to
try K, one pattern at time, until the correct pattern is found. When
the correct K, is applied, the output drastically differs from previous
attempts where an incorrect I?C pattern is used. The trial-and-error
process is captured as a (v//X) pattern within the Uy, space, as shown
in Fig. 10(a). When the correct K, is applied as part of the DIP, for
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Figure 10: Corresponding Uy and Uy, search spaces from ex-
ecution of the 2-stage SAT-attack on the circuits shown in
Fig. 9: (a) comparator-based, (b) SARLock-based with X, de-
pending on K.

example the row (1?0,)2) = (10,000), all incorrect columns of Uy,
are eliminated simultaneously. Note that the (v///X) pattern in the
Uy, space is similar to those of circuits locked by the TTLock [5]
and SFLL-HD® [6] techniques.

As the comparator subcircuit depends only on K, while being
independent of X, and the key signals converge to a single node (the
comparator output), there are only two unique column patterns
produced in the Uy space. Consequently, the Uy space is weak,
which implies that comparator-based schemes are more vulnerable
to attack as the security resilience is based solely on the Uy, search
space. However, the Uy space potentially provides high output
corruption depending on the original netlist and the selected point
of insertion of the “stuck-at-fault’-like gates. Note that the 1’s and
0’s pattern in the original circuit do not affect the SAT-resilience
(E[Dy] = 1) as long as f, is not a constant function of 0 or 1.

5.2 SARLock-based restriction scheme

The scheme is based on the SARLock technique described in [3],
where the subcircuit of the flip-exception mask is implemented
using key gates instead of unobfuscated subcircuits like that in the
original paper. There are two variants of the scheme as shown in
Fig. 9. For the scheme shown in Fig. 9(b), the selected primary inputs
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X, are independent of Ky, whereas in Fig. 9(c), X; is configured by
K. The Uy of the SARLock-based technique shown in Fig. 9(c) is
stronger than the Uy of the comparator-based technique shown
in Fig. 9(a), which indicates that the Uy search space of the circuit
shown in Fig. 9(a) is underutilized. The U is weaker than the

Uy for the circuit shown in Fig. 9(c), which indicates a benefit
of transferring the constraints on the key from solving Uy, first.
Since the output is corrupted by XOR-ing with the flip signal, the
truth-table of the original circuit does not change the U-space
patterns. Therefore, the SAT-resilience and output corruptibility
are independent of f5.

6 CONCLUSION

Logic restriction is defined for the first time in contrast to other
types of logic based hardware defense techniques. A novel type
of deobfuscation problem emerges based on an end user attack
of a logic restricted circuit that includes a combination of con-
trollable and uncontrollable key bits. Consequently, a framework
based on execution of a SAT-attack in two stages is formulated
to solve the novel deobfuscation problem. An analytical measure
of SAT-resilience based on work described in [24] is used along
with the proposed 2-stage SAT-attack to evaluate logic restricted
combinational circuits, with the characterization of the SAT re-
silience performed on two different restriction schemes. A visual
comparison of the resulting Uy and Uy, search spaces between the
two different logic restriction schemes is performed, which pro-
vides insight on the strengths and weaknesses of each technique.
From the case studies, for an attacker, solving for Uy, and then U,

tends to require less computational effort, especially when the de-

fender utilizes all possible values of I%; with a 1:1 mapping to K.
Unlike logic obfuscation, where a smaller number (optimally one)
of unique correct key patterns are preferred, in logic restriction,
multiple correct key patterns are beneficial by enforcing extra SAT
effort when executing the second stage of the attack. In addition,
unlike a logic obfuscated circuit where the maximum number of

DIPs possible for any search space is bounded to #rows = 21Xl
the number of rows in the Uy, space of a logic restricted circuit,
given by 2/KeX1 is unbounded as the defender is free to augment
K. with any number of additional bits at the cost of increased area
and power. As a result, a logic restricted circuit is easier to secure

as the Uy, space provides greater SAT resilience with a larger Ke.
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